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Lori A. Weaver

Inlerim Commissioner

Ellen M. Lapointe
Chief Eiecutive OfHccr

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NEW HAMPSHIRE HOSPITAL

36 CLINTON STREET, CONCORD, NH 03301
603-271-5300 1-800-852-3345 Ext. 5300

Pax: 603-271-5395 TDD Access; 1-800-735-2964 www.dhhs.Rh.gov

April 26. 2023

His Excellency. Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, New Hampshire Hospital, to
enter into a Sole Source amendment to an existing contract with EndurlD, Inc. (VC #261167),
Hampton, NH, to continue the provision of patient identification bracelets and associated software
system, by increasing the price limitation by $16,800 from $95,033 to $111,833 and by extending
the completion date from June 30, 2023 to June 30, 2025, effective July 1, 2023, upon Governor
and Council approval. 40% General Funds. 60% Other Funds (Provider Fees).

The original contract was approved by Governor and Council on April 8, 2020, item #8
and most recently amended with Governor and Council approval on June 30, 2021, item #11.

Funds are anticipated to be available in State Fiscal Years 2024 and 2025, upon the
availability and continued appropriation of funds in the future operating budget, with the authority
to adjust budget line items within the price limitation and encumbrances between state fiscal years
through the Budget Office, if needed and justified.

05-95-94-940010-87500000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEFT OF, HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL, ACUTE
PSYCHIATRIC SERVICES

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2020 102/500731
Contracts for

Program Services
94025500 $62,955 $0 $62,955

2021 102/500731
Contracts for

Program Services
94025500 $4,569 $0 $4,569

2022 102/500731
Contracts for

Program Services
94025500 $21,635 $(8,101) $13,534

2023 102/500731
Contracts for

Program Services
94025500 $5,874 $0 $5,874

2024 'J02/500731
Contracts for

Program Services
94025500 $0 $14,832 $14,832

2025 102/500731
Contracts for

Program Senrices
94025500 $0 $10,069 $10,069

Total $95,033 $16,800 $111,833



His Excellency, Governor Christopher T. Sununu
and the Honorable Councri

Page 2 of 2

EXPLANATION

This request is Sole Source because the Department is seeking to extend the contract
beyond the completion date with no renewal option available. There are no known viable
alternatives to the services provided by the Contractor, because the Contractor provides a
specialty software service that produces customized patient identification wristbands with patient
information, inciuding a photograph, and prescription information, which meet requirements set
by the Centers for Medicare and Medicaid Services (CMS) and the Joint Commission.

The purpose of this request is for the continued provision of materials, and support for the
associated software of the New Hampshire Hospital patient identification system. The Contractor
wili continue to provide identification wristbands customized to specifications as required by the
Department and set forth by CMS and The Joint Commission, and wristband production software
and patient tracking solutions compatible with New Hampshire Hospitai's current electronic health
records. Additionally, the Contractor will provide system user training for Department personnel,
as well as ongoing support available twenty-four (24) hours per day. seven (7) days per week.

Approximately 1,250 individuals will be sen/ed each State Fiscal Year through the patient
identification system.

The Department will continue to monitor services by ensuring the Contractor:

•  Provides a method to allow for replacement or repair on any scanner tool at any
time, twenty-four (24) hours per day; and

•  Responds to 100% of the Department's requests for service no later than one (1)
hour after receiving the service request.

Should the Governor and Council not authorize this request, the Department may be
unable to obtain a patient identification system that meets requirements set by CMS and The Joint
Commission, and therefore may also be at risk of losing accreditation status from The Joint
Commission.

Area served: New Hampshire Hospital.

In the event that the Other Funds become no longer available, additional General Funds
will not be requested to support this program.

Respectfully submitted.

Lori A. Weaver

Interim Commissioner

The Department of Health and Human Seruiees' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazcn Dr., Concord, NH 03301

Fax: 603-271-1516 TOD Access; 1-800-735-2964

\v\N^v.nh.gov/doit

Denis Goulet

Commissioner

Febmary 8, 2023

Lori Weaver, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Weaver:

This letter represents fonnal notification that the Department of Infomiation Technology (DolT)
has approved your agency's request to enter into a contract amendment with Endur ID, Inc., as described
below and referenced as DolT No. 2019-033B.

The purpose of this request is to continue the provision of patient identification bracelets
and associated software system.

The Total Price Limitation will be increase by $16,800 for a new Total Price Limitation of
$1 1 1,833, effective upon Governor and Council approval from July 1, 2023, through June
30, 2025.

A copy of this letter must accompany the Department of Health and Human Services' submission
to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/jd
DolT #2019-0336

cc: Mike Williams, IT Manager

"Innovative Technologies Today for New Hampshire's Tomorrow"
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-0338

CONTRACT AMENDMENT #2

WHEREAS, pursuant to a competitively bid Contract originally approved by Governor and Council on April 8,
2020, Item US, as amended on June 30, 2021, Item #11 (herein after referred to as the '"Contract"), Endur ID, Inc.
(hereinafter referred to as '"Contractor"), agreed to supply certain services upon the terms and conditions specified in the
Contract as amended and in consideration of payment by the New Hampshire Department of Health and Human Services
(hereinafter referred to as the "Department"), certain sums as specified therein;

WHEREAS, pursuant to Form P-37, General Provisions, Section 18, and the provisions set forth in this
Amendment #2, the Contract may be amended only by a written instrument executed by the parties thereto and
approved by the Governor and Executive Council;

WHEREAS, the Contractor and the Department have agreed to amend the Contract in certain respects;

WHEREAS, the Department wishes to have the Contractor continue to provide patient identification bracelets
and software system, and associated services to the Department;

WHEREAS, The Contractor agrees to continue providing patient identification bracelets and software system,
and associated services, to the Department;

WHEREAS, the Department and the Contractor wish to extend the Completion Date;

WHEREAS, the Department and the Contractor wish to increase the Contract Price Limitation; and

WHEREAS, the Department and the Contractor wish to modify the Contract.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the Contract
as amended, and set forth herein, the parties agree as follows:

1. Amend Form P-37, General Provisions Block 1.7 by extending the Completion Date from June 30, 2023 to
June 30, 2025.

2. Amend Form P-37, General Provisions Block 1.8 by increasing the Price Limitation by $ 16,800 from $95,033
to $11 1,833.

3. The Contract is further amended as described in Table I below:

Table 1

Contract

#2019-033 AMENDED TEXT

PART 2 ■INFORMATION TECHNOLOGY PROVISIONS

Section 2, Contract
Term, is modified to
read:

The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties, and the receipt of required governmental approvals, including, but
not limited to, Governor and Executive Council of the State of New Hampshire approval
("Effective Date").

The Contract shall begin on the Effective Date and extend through the date indicated in Block
1.7 of Form P-37, General Provisions.

Section 4, Contract
Management,
Subsection 4.3,
Contractor Key
Project Staff,
Paragrapfi 4 J.3,

The Contractor's Key Project Staff:

Lance Arnold, Project Manager
Joe Tinson, IT Project Manager

NH DHHS RFP-20

Contractor Initials

-A02jLR£P.20I9-NHH-03-PATIE-A02
4/13/2023

Page I of 6
Amendmern lemplaic revision n/2S/IS



DocuSign Envelope ID; 1DF38BBD-EA4C-4F55.B086-4B4B5C82620C

STATE OF NEW HAMPSHIRE

Department of Health and Human Sendees
Patient Identification Bracelets and Soft>vare System - 2019-033

CONTRACT AMENDMENT #2

Subparagraph
4J3.1, is modified to
read:

Dispute Resolution ResponsibiJlt>' and Schedule Table

Section 16, Dispute
Resolution, Dispute
Resolution

Responsibility and
Schedule Table is

modified to read:

LEVEL
ENDUR ID

INC
STATE

CUMULATIVE

ALLOTTED

TIME

Primary Lance Arnold,

Project
Manager

David Levesque,
State Project
Manager (PM)

5 Business Days

First Joe Tinson,
IT Project
Manager

Ellen LaPointe,
CEO, New
Hampshire
Hospital

10 Business Days

Second A! LaRose,
Chief

Executive

Officer

Lori Weaver,
Interim

Commissioner

15 Business Days

Section 18, Contract
Historj', Table 2.
2019-033 Patient

Identification

Bracelets and

Software System
Contract History is
modified to read:

Section 18. Contract History

Table 2. 2019-033 Patient Identification Bracelets and Software System Contract
History

CONTRACT/

AMENDMENT

NUMBER

ACTION
1 ■

G&C

AFPROVAL

DATE

END DATE
ACTION

AMOUNT

2019-033/

RFP-2019-NHH-

03-FATIE-01

Original
Contract

April 8, 2020
Item #8

June 30, 2021 $67,524

2019-033/

RFF-2019-NHH-

03-FATIE-01-

AOl

Amendment #1
June 30,2021

Item U \ 1
June 30, 2023 $27,509

2019-033/

RFP-2019-NHH-

03-FATIE-01-

A02

Amendment #2 TBD June 30, 2025 $16,800

TOTAL CONTRACT FRICE LIMITATION 5111,833

3?lr^E^9.NHH-03-PATIE
ytQjV13/2023

NH DHHS RFP-201

Contractor Initials Page 2 of 6
Amendment template revision II/2S/I8
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STATE OF NEW HAMPSHIRE

Department of Health and Human Ser>'ices
Patient Identiflcation Bracelets and Soft>vare System - 2019-033

CONTRACT AiMENDMENT #2

PART 3

Section 1. Payment
Schedule,
Subsection 1.1. Not

to Exceed, is
modified to read:

EXHIBIT B, PRICE AND PAYMENT SCHEDULE

1.1 This is a Not to Exceed (NTE) Contract for the period between the Effective Date
through June 30, 2025. The Contractor shall be responsible for performing its
obligations in accordance with the Contract as amended. This contract will allow the
Contractor to invoice the State for the following activities, deliverables, or milestones
appearing in the price and payment tables below;

Activitx', Deliverable, or Milestone Price

INSTALLATION

1 Provide IDMX Software License $9,700

2 Provide Secur-Trac Software License 54,890

3
Provide IDMX Software Installed, Configured, and Operational
to Satisfy State Requirements 514,164

4
Provide Secure-Trac Software Installed, Configured, and
Operational to Satisfy State Requirements 511,852

5 Handheld Scanner Licenses (24) 51,224

SYSTEM DEPLOYMENT

6 Provide tools for backup and recovery of all applications and data

7 Conduct training 57,350

OPERATIONS

8 Handheld scanners (24) 525,200
9 Ongoing support and maintenance 534,493
10 Supplies 52,960

TOTAL $111,833

Section 1. Payment
Schedule,
Subsection 1.2.

SaaS Services

Pricing Worksheet,
Table 1.4: SaaS

Serx'ices Pricing
Worksheet, is
modified to read:

Table 1.4: SaaS Services Pricing Worksheet

U SAAS SERVICES

Software

installation,

configuration and

testing

Technical support,

maintenance and

updates

training

Hardware

Supplies

Licensing

SFY 2020

$20,771

$3,089

$7,350

$14,451

$1,480

$15,814

SFY 2021

$0

$3,089

$0

$0

$1,480

$0

SFY 2022

$0

$2,785

SO

$10,749

$0

SO

SFY 2023

SO

S5,874

SO

SO

SO

SO

Subtotal

SaaS Services

Hardware

IDMX-Additional

TR Workstation. -

1-5 users Qty. 2 @

S1.900 ea

ID Card --

additional IDMX

workstations Setup

Qty. 2 @ $345 ea.

SFY 2024'

SO

S3,800

$690

SFY 2025

SO

SO

SO

SFY 2026 SFY 2027

TOTAL

S20,771

S14,837

S7,350

$25,200

$2,960

$15,814

$86,932

TOTAL

SO

$3,800

$690

NH DHHS RFP-20

Contractor Initiah

9Te33-/-Rf=P-3OJ9-NHH-03.PATlE

4/13/2023
Page 3 of 6

Amendmeni template revision 11/28/1If
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STATE OF NEW HAMPSHIRE

Department of Health and Human Scr>'ices
Patient Identification Bracelets and Software System - 2019-033

CONTRACT AMENDMENT #2

10 IDMX- Remote

Installation per

DayQty.l
$755 SO - $755

11 Annual Support

Software -Secur

Trac Handheld

Device 24 (S $210

each

$5,040 $5,040 $10,080

12 Annual Support

Hardware - DCS

Handheld reader,

battery chargers

and holster 24 (®

179.40

$4,306 $4,306 - - S8,612

13 Software Support

Year 2 & beyond

1 forSFY 2024; 3

for SFY 2025

$241 $723
- - $964

Subtotal $24,901

TOTAL $111,833

Part 3 EXHIBIT C, REVISIONS TO STANDARD CONTRACT LANGUAGE

Section 1.

Revisions to Form

P-37, General
Provisions,
Subsection 1.3, is
modified to read:

1.3 Modify Section 3, Effective Date/Completion of Services, Subsection 3.3, to read;

3.3. The parties may extend the Contract for up to two (2) additional years beyond
June 30, 2025, contingent upon satisfactory delivery of services, available funding,
agreement of the parties, and approval of the Governor and Executive Council.

NH DHHS RFP-201

Contractor Initials

tiLR£E^9-NHH-03-PATlE
Page 4 of 6

Amendment template revision / I/2S/I8



DocuSign Envelope ID; 1DF38BBD-EA4C-4F55-B086-4B485C82620C

STATE OF NEW HAMPSHIRE

Department of Health and Human Ser\'ices
Patient Identification Bracelets and Software System - 2019-033

CONTRACT AMENDMENT #2

Except as provided herein, a!) provisions of the Contract and prior Amendments shall remain in full force and effect.
This Amendment shall take effect on July 1, 2023, upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above written.

EndurlD, Inc.

-OocuSlgrMd by:

Date;
LaRose

4/13/2023

TITLE: ceo

State of New Hampshire
Department of Health and Human Services

OoeuSignad by:

I  ̂ 4/24/2023

TITLE: chief Executive officer

'3-REJL:2IU9.N H H-03-PATI E

Page 5 of 6
Amendmeni lemplaie revision 11/28/18

NH DHHS RFP-201

Contractor Initials



DocuSign Envelope ID: 1DF38BBD-EA4C-4F55-B086-4B4B5C82620C

STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Patient Identification Bracelets and Soft>vare System - 2019-0338

CONTRACT AMENDMENT #2

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

— DoeuSlgnidby:

4/28/2023

STal^^dfKfeit^ampshire, Department of Justice
Name" '^obyn Guarino
Title: Attorney

)

1 hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the
State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

By:

Title:

Date:

NH DHHS RFP-201

Contractor Initials

3(2a02XREJ^-20I9-NHH-03-PAT1E-A02
_^_4A3^ Page6or6

Amendment template revision ll/2>i/ld
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State of New Hampshire

Department of State

CERTIFICATE

1, David M. Scanlan. Secretan- of Sialc of the Slate ofNew 1-lampshire, do hereby certify that FNDUR ID, INC. is a New

Hampshire Profit Corporation registered to transact business in New Hampshire on January 06, 2010. 1 further certify that all fees

and documents required by the Secreiarj* of State s office have been received and is in good standing as far as this ofTicc is

concerned.

Business ID: 624296

Certificate Number: 0006207614

Op

u.

O

1)

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Seal of the Slate of New Hampshire,

this 17th day of April A.D. 2023.

David M. Scanlan

Sccreiapi' of Slate



r
1. ■ •
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^  ' CERTIFICATE OF AUTHORITY ■

__ (Name of the elected Officer of the Co,porat,on/LLC; cannot be contract s'gnLo®y j
.  :,1'lamadulyelectedClerk/Secretary/Officerof_.Ej'M. L(\ /P. 1 f) T/,/-.

•  A : . • (Co^oralioii/LLC Name) / 7 ^ ./ ^IVC^.

' •' • " ^ 'f" K K ̂  Directors/shareholders, duly called andheld on \/UrM,1U (Ttn 202±rat which a quorum of the Directors/shareholders were nreientLa
(D

Directors/shareholders were present and voting
ale)

VOTED: Thai (Vll)/-rE [.
(Name and.Title of Contract SionaioA^)

is duly authorized on behalf of SfyJ^jT
(Name of Corporation/ LLC)

.

—  (may list more than one person)

to enter into contracts or agreements with the State

Hampshire and any of its agencies or departments and further is authorized to execute anv and all

may modincations thereto, which

!j T f Certificate of Authority. I further certify that II is understood that the State ofNew Hampshire wi^l rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the coropration To the extent that there a?e anv

r2ch"liSI;r^l7esststLTed ̂ with the State of New Hampshire,
■  ' ^

an sucn limitations are e>

Dated:

I .•

Signaturejbf Elects Officer
Name:fw^Q-^ ̂
Title: t'CC

■■■■'■ end eworrj to before me^^,vOiiiii,;4hls2:^^dayof ,20 JLS.

: ♦•=
-.2

*'  ■ w ■» m Hf
THOMAS e. WOIF
NOTARY PUBLIC

'^MttjaofnaettsMy Commission Expires
March 22,2030

Rev. 03/2AI20



ACC^D* CERTIFICATE OF LIABILITY INSURANCE DATE (HM/00(YYYY)

05/01/2023

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS .
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder In lieu of such endorsement(s).

PRODUCER

RSC Insurance Brokerage. Inc.

160 Federal St

4th Floor

Boston MA 02110

NAME*^^ Judy Ajodha-Roopcharan

a'ooresS' JAjodha-Roopcharan@risk-strategles.com
INSURERIS) AFFORDING COVERAGE NAICt

INSURER A Cincinnati Insurance Companies 10677

INSURED

Endur Id, Inc.

8 Il4err1ll Industrial Dr Unit 4

Hampton NH 03842

INSURERS

INSURER C

INSURER D

INSURER E

INSURER F

COVERAGES CERTIFICATE NUMBER: CL235145187 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

~R5CiCTl??~
IMM/DD/YYYYI

POUCY EXP
(MM/DDflTYYY)TYPE OF INSURANCE

'A'D'DT
INSD

SDBIT

MB POUCYNUMBER UMITS
Tnsr
LTR .

X COMMERCIAL GENERAL UABILITY

CLAIMSJilAOE X^ OCCUR
EACH OCCURRENCE

DAMACETOREWTEO
PREMISES (Ea occuctwI

CSU0208596 05/01/2023 05/01/2024

MED EXP (Any on> prton)

PERSONAL & ADV INJURY

GENl AGGREGATE LIMIT APPUES PER

PRO-
JECTX POLICY LOC

OTHER:

GENERALAGGREGATE"

PRODUCTS. COMP/OPAGG

Employee Benefits

1,000,000

100.000

1,000.000

2,000.000

2,000.000

AUTOMOBILE UABIUTY

ANY AUTO

COMBINED SINGLE LIMIT
(Ea •ccidenil

BODILY INJURY (Par peraon]

OWNED
AUTOS ONLY

HIRED
AUTOS ONLY

SCHEDULED

AUTOS
NON-OWNED

AUTOS ONLY

BODILY INJURY (Par acddant)

PROPERTY DAMAGE
(Per acodantl

X UMBRELLA LIAB

EXCESS LIAB

(XCUR

CLAIMS-MADE

EACH OCCURRENCE
3,000.000

CSU0208598 05/01/2023 05/01/2024
AGGREGATE

3,000.000

OED X^ RETENTION S lOiOOO
WORKERS COMPENSATION

AND EMPLOYERS' LIABIUTY

ANY PROPRIETCXVPARTNER/EXECUTIVE
OFFICERJMEMBER EXCLUDED"/
(Mandatory In NH)
II ya*, daa^ba under
DESCRIPTION OF OPERATIONS below

PER
STATUTE

OTH-
ER

□ E.L EACH ACCIDENT

E.L DISEASE ■ EA EMPLOYEE

E.L DISEASE • POLICY LIMIT

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Ramarka Schedule, may ba aRached If mora apace la required)

cert holder continuation; and Human Service Bureau of Contracts & Procurement
Re: Account #05-95-94.102-500731.9400.8410.

CERTIFICATE HOLDER CANCELLATION

NH Department of Health (El. All See Description) Attn: Dean B. Fancy

129 Pleasant Street

Concord NH 33013-3857
1  ■

SHOULD ANY OP THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25(2016/03}

©1988-2015ACORD CORPORATION. All rights reserved.
The ACORD name and logo are. registered marks of ACORD
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U7A

ACORCf CERTIFICATE OF LIABILITY INSURANCE
DATE (MU/DOrrYYY)

02/28/2023

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the pollcy(les) must have ADDITIONAL INSURED provisions or bo
endorsed. If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A
statement on this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER

AON RISK SERVICES SOUTH INC

3550 LENOX ROAD NORTHEAST

SUITE 1700
ATLANTA GA 30326

N^E^^^ Aon Risk Services, Inc of Florida
PHONE PA*
(A/C. No. Ext): 833-506-1544 (Art:. No):
EMAIL . _ .
ADDRESS: work.comp^nnet.com

INSURER(S) AFFORDING COVERAGE NAICF

INSURER A IndarTYiity Inauranca Company of North Amehca 43575

INSURED

TriNet Group. kK.
Er>dur ID, Irtc
1 Park Place. Suite 600
OuOlin. OA 04508-7063

INSURER B

INSURER C

INSURER 0

INSURER E

INSURER F

COVERAGES CERTIFICATE NUMBER; 15632649 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR

LTR
TYPE OF INSURANCE

ADDL

INSR

SU8R

WVD
POLICY NUMBER

POLICY EFF

(MM/DO/YYYY)

POLICY EXP

(MM/DO/YYYY)
LIMITS

COMMERCIAL GENERAL LIABILfTY

1  1 OCCUR
EACH OCCURRENCE S

CLAIMS-MADE
DAMAGE TO RENTED
PREMISES (Ea occurrence) s

MED EXP (Any one oerson) s

PERSONAL & AOV INJURY s

GEVL AGGREGATE LIMIT APf>LIES PER:

POLICY PROJECT LOC

OTHER

GENERAL AGGREGATE S

PRODUCTS • COMP/OP AGG S

s

AUTOMOSILE LIABILITY
COMBINED SINGLE LIMIT
fEa accident) s

ANY AUTO BODILY INJURY (Per oerson) s
OWNED
AUTOS ONLY

HIRED

AUTOS ONLY

SCHEDULED
AUTOS

NON-OWNED
AUTOS ONLY

BODILY INJURY (Per accident) s

PROPERTY DAMAGE
(Per accident) s

s

UMBRELLA LtAB

EXCESS LiAB

OCCUR

CLAIMS-MADE

EACH OCCURRENCE s

AGGREGATE s

DEC 1 RETENTION S

A

WORKERS COMPENSATION

AND EMPLOYERS' UABILfTY Y1N
ANYPROPRIETORfl>ARTN£R;EXECUTh/E ("^
0FFICEWMEM8ER EXCLUDED? | ** |
(Mandatory in NH)
if ya*. undw
DESCRIPTION OF OPERATIONS below

N/A
WLR_C71179941

07/01/2022 07/01/2023

V PER OTH-
* STATUTE ER

E.L. EACH ACCIDENT $  2.000.000

E.L DISEASE • EA EMPLOYEE S  2.000.000

E.L. DISEASE - POLICY LIMIT $  2,000.000

DSSCRIPTION OF OPERATIONS I LOCATIONS / VEHICLES (ACORO 101, Additional Romarha Schadula. may ba attached If more apace is required)
Workers Compensation coverage Is limited to viorkslte employees of Endur 10. Inc through a co-employment agreement with TrINei HR Ill-A Inc..

CERTIFICATE HOLDER CANCELLATION

NH Department of Health and Human Services

129 Pleasant St.

ConconJ. NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF. NOTICE WILL BE DELIVERED IN

ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

(^on ^etWcei ̂ outk 9/ic

ACORD 25 (2016/03)
® 1988-2015 ACORD CORPORATION. At! rights reserved.

The ACORD name and logo are registered marks of ACORD
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Lori A. Sliiblncitc

CominlMiuner

Heather M. Moquin
Chief Executive Officer

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NEW HAMPSHIRE HOSPITAL

36 CLINTON STREET, CONCORD, NH 03301
603-271-5300 1-800-852-3345 Ext. 5300

Fax: 603-271-5395 TDD Access: 1-800-735-2964
www.dhhs.nli.gov

May 7. 2021

His Excellency. Governor Christopher T. Sununu
and the Honorable Council

State House

Concord. New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services. New Hampshire Hospital, to
enter into a Sole Source amendment to an existing contract with Endur ID, Inc. (vendor #81167),
Hampton, NH to continue the provision of patient identification bracelets and associated software
system, by increasing the price limitation by $27,509 from $67,524 to $95,033 and by extending
the completion date from June 30.2021 to June 30, 2023 effective July 1. 2021 or upon Governor
and Council approval, whichever is later. 34% General Funds. 66% Other Funds (provider fees).

The original contract was approved by Governor and Council on April 8. 2020, Item #8.

Funds are anticipated to be available in the following account in State Fiscal Year 2022
and State Fiscal Year 2023, upon the availability and continued appropriation of funds In the future
operating budget, with the authority to adjust budget line Items within the price limitation and
encumbrances between state fiscal years through the Budget Office, if needed and justified.

05-95-94-940010-87500000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, HNS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL. ACUTE
PSYCHIATRIC SERVICES

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2020 102/500731

Contracts for

Program
Services

94025500

$62,955 $0 $62,955

2021 102/500731

Contracts for

Program
Services

94025500 $4,569 $0 $4,569

2022 102/500731

Contracts for

Program
Services

94025500 $0 $21,635 $21,635

2023 102/500731

Contracts for

Program
Services

94025500 $0 $5,874 ■ $5,874

Total $67,524 $27,509 $95,033

EXPLANATION

The Department of Health and Human Services' Mission is to join communities niul fnmiliea
in providing opportunities for citizens to achieve health and independence.
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His Excellency. Governor Christopher T. Sununu
and the Honorable Council

Page 2 of 2

This request is Sole Source because the contract is being amended to extend beyond
the current completion date and there is no renewal option included in the contract. Endur ID Inc.
was originally awarded this contract through a competitive bid process, posted on the
Department's website from December 13. 2018 through March 6, 2019. The request for
proposals included an option to renew for up to four (4) additional years; however, the four year
renewal option was inadvertently omitted from the contract. ,

The purpose of this request is for the continued provision of materials, associated software
and support for the New Hampshire Hospital patient identification system. Services through this
contract include identification wristbands customized to specifications as required by the
Department and set forth by the Centers for Medicare and Medlcaid Services and The Joint
Commission; wristband production software and patient tracking solutions compatible with New
Hampshire Hospital's current electronic health records system; training for Department personnel
on system use; and ongoing support available twenty-four (24) hours per day, seven (7) days per
week.

Approximately 1,250 individuals are served annually through the patient identification
system.

The Department will monitor contracted services by ensuring the Contractor:

•  Provides a method to allow for replacement or repair on any scanner tool at any
time, twenty-four (24) hours per day.

•  Responds to 100% of requests for service no later than one (1) hour after receiving
the service request.

Should the Governor and Council not authorize this request the Department may be
unable to obtain a patient identification system that meets requirements set by the Centers for
Medicare and Medicaid Services, and may risk losing accreditation from The Joint Commission.

Area served: New Hampshire Hospital

Source of Funds: 34% General Funds and 66% Other Funds (provider fees)

In the event that the Other Funds become no longer available, additional General Funds
will not be requested to support this program.

Respectfully submitted,

Heather M. Moquln

Chief Executive Office
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATEON TECHNOLOGY

27 FLizen Dr., Concord, NH 03301

Fax: 603-27M516 TOD Access: 1-800-735-2964

wvvw.nh.gov/doit

Denis Goulct

Comnmsiomv

June 1,202

Lori A. Shibineiic, Commissioner

Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord, NM 03301

Dear Commissioner Shibinctte:

This letter represents formal notification that the Department of Information Technology (DoTT)
has approved your agency's request to enter into a Sole Source contract amendment with Endur ID, Inc.,
as described below and referenced as DolT No. 2019-033A.

This is a request for approval to enter into a sole source contract amendment for the
continued provision of materials, associated software and suppon for the New Hampshire
Hospital patient identification system. This system will provide improved patient
identification with durable, color-coded wristbands that can be customized with patient
information, including a photograph and prc.scripiion infonnation that meet requirements
set by the Centers for Medicare and Mcdicaid Services and the Joint Commission.

The funding amount for this amendment is 527,509. increasing the current contract from
567,524 to 595,033 and by extending the completion date to June 30, 2021 from the
original completion date of June 30. 2023. This amendment shall bccoinc effective upon
Governor and Executive Council approval through June 30, 2023.

A copy of this letter should accompany your Agency's submission to the Governor and Executive
Council for approval.

Smcerciv.

Denis Goulet

DG/kaf

DolT/#2019-033A

RID: N/A

cc; Michael Williams, Lead

"Innovative Technologies Today for New Hampshire's Tomorrov/

DOITTcn»pl:itc20200:05 VI
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services

Patient Identification Bracelets and Software System - 2019-033
CONTRACT AMENDMENT #1

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP-2019-NHH-03-
PATIE, dated March 6, 2019 and approved by Governor and Council on April 8, 2020, Item #8, (herein after referred to
as the "Agreement"), Endur Id, Inc. (hereinafter referred to as "Vendor") agreed to supply certain services upon the
terms and conditions specified in the Agreement and in consideration of payment by the New Hampshire Department of
Health and Human Services (hereinafter referred to as the "Department"), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and approved by
the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to have the Contractor continue to provide patient identification bracelets
and a software system and associated services for the Department;

WHEREAS, The Vendor agrees to provide patient identification bracelets and a software system;

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2021 to June
30,2023;

WHEREAS, the Department and the Vendor wish to increase the Contract price by S27,509 to bring the total
contract price to $95,033; and

WHEREAS, the Department and the Vendor seek to clarify the Agreement by modifying Section 3 of the P-37
by adding renewal language to support continued delivery of these services.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.7 of the Agreement (Page I) by extending the Completion Dale from June 30, 2021 to June
30, 2023.

2. Amend Section 1.8 of the Agreement (Page I) by increasing the Price Limitation by $27,509 from $67,524 to
$95,033.

3. The Agreement is further amended as described in Table 1:

Table 1

Contract

#20J 9-033

Part 2-

Informntion

Technology
Provisions

AMENDED TEXT

Part 2 INTRODUCTION

The Introduction, 6. will be modified as follows:

Remove:

Initial all pages
Vendor Initials Dale

6/14/2021
Page I of 6
Amendmem lemplaie revision !I/2H/IS
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-033

CONTRACT AMENDMENT #1

6. No less than twelve (12) Portable Ruggedized mobile computers, hereinafter to be called
"handheld scanning devices", which must have the ability to communicate with Endur ID
Secur Trac software, and exchange and upload data.

Replace with:
6. No less than 24 Portable Ruggedized mobile computers, hereinafter to be called
"handheld scanning devices", which must have the ability to communicate with Endur ID
Secur Trac software, and exchange and upload data.

Section 1.2 ORDER OF PRECEDENCE

Add:

d. Vendor quote additional handheld scanners and associated
equipment.

Section 2 CONTRACT TERM

Section 2,

Contract Term,

is clarified as

follows:

Delete and replace Section 2, CONTRACT TERM in its entirety:

The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties, and the receipt of required governmental approvals, including, but
not limited to, Governor and Executive Council of the State of New Hampshire approval
("Effective Date").

The Contract shall begin on the Effective Date and extend through the date indicated on
section 1.3 of the P-37.

The Department may extend contracted services for up to two (2) additional years from
June 30, 2021, contingent upon satisfactory vendor performance, continued funding and
approval from the Governor and Executive Council.

The Contractor shall commence work upon issuance of a Notice to Proceed by the
Department.

Section 16 DISPUTE RESOLUTION

Dispute
Resolution

Responsibilit}' and
Schedule Table

Delete and replace as follows:

LEVEL ENDUR ID1NC STATE
CUMULATIVE

ALLOTTED TIME

Primary Jim Stone

Project Manager
David Levcsque
State Project
Manager (PM)

5 Business Days

First Joe Tinson

IT Project Manager
Heather Moquin
CEO New Hampshire
Hospital

10 Business Days

Second A! LaRose

Chief Executive

Officer

Lori Shibinette

Commissioner

i 5 Business Days

Contract

#2019-033

Part 3 - Exhibit A

Scope of Services
and Contract

Deliverables

AMENDED TEXT

Section 2 Scope of Services

ate

Initial all pages
Vendor Initials

6/14/2021
Page 2 of 6
Amendment template revision II/2S/IS



DocuSign Envelope ID: 1DF38BBD.EA4C-4F55-B086-4B4B5C82620C

STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-033

CONTRACT AMENDMENT #1

Subsection 2.5 Modify Section 2., Subsection 2.5 as follows:

2.5 The Contractor shall provide no less than 24 Portable Ruggedized mobile computers,
hereinafter to be called "handheld scanning devices", which must have the ability to
communicate with Endur ID Secur Trac software and e.xchange and upload data.

Section 5,

Chart 5.5

DELIVERABLES, MILESTONES AND ACTIVITIES SCHEDULE

Modify Row 29, as follows:

29 I Conduct Project Exit Meeting Non-Software May 6, 2023

Add rows as follows:

IMPLEMENTATION. SUPPORT AND MAINTENANCE OF BARCODE

SCANNERS

30 Ongoing Hosting Support Non-Software Ongoing

31 Ongoing Support & Maintenance Software Ongoing

Part 3, Exhibit B, PRICE AND PAYMENT SCHEDULE

Section 1.

Payment
Schedule,
Subsection 1.1,
Not to E.vceed

Delete in its entirety and replace as follows;

1.1 This is a Not to Exceed (NTE) Contract for the period between the Effective Date
through June 30, 2023. The Contractor shall be responsible for performing its obligations
in accordance with the Contract. This contract will allow the Contractor to invoice the

State for the following activities, Deliverables, or milestones appearing in the price and
payment tables below:

Activity, Deliverable, or Milestone Price

INSTALLATION

1 Provide IDMX Software License S9,700

2 Provide Secur-Trac Software License $4,890

3
Provide IDMX Software Installed, Configured, and Operational to Satisfy
State Requirements

$8,919

4
Provide Secure-Trac Software Installed, Configured, and Operational to
Satisfy State Requirements

$11,852

S Handheld Scanner Licenses (24) $1,224

SYSTEM DEPLOYMENT

6 Provide tools for backup and recovery of alt applications and data

7 Conduct training $7,350

OPERATIONS

8 Handheld scanners (24) $33,301

9 Ongoing support and maintenance $14,837

10 Supplies $2,960

TOTAL $95,033

jrv
Date

Initial all pages
Vendor Initials

6/14/2021
Page 3 of 6
Aniendmem lemplaie revision II/2S/IH
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Patient IdentiFication Bracelets and Soft>vare System • 2019-033

CONTRACT AMENDMENT #1

.1.2, SAAS ser>ices
pricing worksheet
1.4

Delete and replace as follows:

SAAS SERVICES YEAR 1 YEAR 2 YEAR 3 YEAR 4 TOTAL

Software installation,

configuration and testing
$20,771 $20,771

Technical support,
maintenance and updates

$3,089 $3,089 $2,785 $5,874 $14,837

training $7,350 $7,350

Hardware $14,451 $18,850 $33,301

Supplies $1,480 $1,480 ■ $2,960

Licensing $15,814 $15,814

Total $9S,033

Part 3, Exhibit C REVISIONS TO STANDARD CONTRACT LANGUAGE

Section 1.

Revisions to Form

P-37, General
Provisions

1.3. Section 3, Effective Date/Completion of Services is amended by adding the
following language:

3.3 The parties may e.xtend the Agreement for up to two (2) additional years from
June 30, 2021, contingent upon satisfactoiy delivery of services, available funding,
agreement of the parties, and approval of the Governor and Executive Council.

Part 3, Exhibit O CERTIFICATES AND ATTACHMENTS

Modify Exhibit 0, by adding Attachments:
B. Vendor quote additional handheld scanners and associated equipment

1. The Agreement is further amended by inserting Table 2 Contract History as follows:

Table 2 CONTRACT HISTORY 2019-033 Patient Identincaticn Bracelets and Softxvare System

CONTRACT

AND

AMENDMENT

NUMBER

AMENDMENT TYPE G&C

APPROVAL

DATE

END DATE CONTRACT

.AMOUNT

2019-033

RFP-2019-NHH-

03-PATIE-01

Original Contract April 8, 2020
Item #08

June 30, 2021 $67,524

2019-033

RFP-2019.NHH-

03-PATIE-01

Amendment A TBD June 30, 2023 $27,509

CONTRACT TOTAL $95,033.00

-OS

initial all page
Vendor Initials Date

6/14/2021
Page 4 of 6
Amendment template raision 11/2S/I8
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Patient Identification Bracelets and Soft>vare System - 2019-033

CONTRACT AMENDMENT #1

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This modification shall
take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above written.

y-^OoeuSigned by:

I OlJZtOr~Tn Date- 6/1V2021

Endur ID, Inc.

State of New Hampshire
—OoeuSigntd by:

—^ «0Arq&9e?0B9<D2...
Heather M. Moqutn, Chief Executive Officer
State of New Hampshire
Department of Health and Human Services

Date:

Initial all page;
Vendor Initials Dote

6/14/2021
Page 5 of 6
Amendment template revision / I/2S/I8
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Patient Identification Bracelets and Soft\\'are System - 2019-033

CONTRACT AMENDMENT #1

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

■DocuSlgned by:

6/14/2021
Date:State Sf^ew'Hampshire,- Department of Justice

Catherine Pinos

Attorney
I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the
State of New Hampshire at the Meeting on: ; (date of meeting)

Office of the Secretary of State

By:

Title:

Dale:

Initial all pages 6/14/2021
Vendor Initials v —Date— Page 6 of 6

Anieiidmeni template revision I //2iS7/A'



OocuSign Envelope ID: 1DF38BBD-EA4C-4F55-B086-4B485C82620C

Lori A. ShibiflClte

Commissioner

Hocher M. Moquia
Chief Executive OfUcer

MAR12'20ph 3:5S DAS
STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NEW HAMPSHIRE HOSPITAL

36 CLINTON STREET, CONCORD. NH 03301

603-271-5300 |.800-«52.3345 Ext. 5300

Fox; 603-271-5395 TOD Access: 1-800-735-2964

www.dhhs.nh.gov

8^ /

February 28, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord. New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, New Hampshire Hospital, to
enter into an agreement with Endur ID, Inc (Vendor # TBD), 8-Merrill Drive Unit 4, Hampton, NH
03842 to provide Patient Identification Bracelets and a Software System in an amount not to
exceed $67,524, effective upon Governor and Executive Council approval through June 30.
2021. 70% General Funds, and 30% Other .Funds (provider fees).

Funds are available in the following account for State Fiscal Years 2020 and 2021 with
authority to adjust budget line items within the price limitation and adjust encumbrances between
slate fiscal years through the Budget Office, if needed and Justified.

05-95-94-09400-8410 HEALTH AND SOCIAL SERVICES. DEPT OF HEALTH AND HUMAN
SVS, HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL, NHH-
FACILITY/PATIENT SUPPORT

State

Fiscal

Year

Class/Account Class Title Job Number
Total

Amount ^

20^ 102-500731 Contracts for Prog Svc 94025500 $62,955

20^ 102-500731 Contracts for Prog Svc 94025500 $4,569

Total $67,524

EXPLANATION

This purpose of this request is to provide materials and software to print reliable
identification wristbands for each patient at New Hampshire Hospital.

Approximately 1.250 individuals will be sen/ed on an annual basis once the system has
been implemented at New Hampshire Hospital.

The Contractor will provide a patient identification system and associated software that
will include, but is not limited to;

• Patient identification (ID) wristbands that can be customized to specifications as
required by the Department.



DocuSign Envelope ID; 1DF38BBD-EA4C-4F55-B086-4B4B5C82620C

His Excellency. Governor Christopher T. Sununu
and the Honorable Council

Page 2 of 2

• Wristband production software and patient tracking solutions compatible with
NHH's current electronic health records software.

•  Installation of new software and integration with the Department's existing system.

•  Training for Department personnel.

This system will provide improved patient identification with durable, color-coded
wristbands that can be customized with patient information. Including a photograph and
prescription information that meet requirements set by the Centers for Medicare and Medicaid
Services and the Joint Commission.

Endur ID, Inc. was selected for this project through a competitive bid process. A Request
for 'Proposals was posted on the Department of Health and Human Services website from
December 13. 2018 through March 6, 2019. The Department received two (2) proposals. The
Score Summary is attached.

Should the Governor and Executive Council not authorize this request, The Department
may not be able to obtain a patient identification system that meets requirements set by the
Centers for -Medicare and Medicaid Services, and may risk losing accreditation from the Joint
Commission.

Area served: New: Hampshire Hospital

Source of Funds: 70% General Funds, and 30% Other Funds (Provider Fees).

In the event that Other Funds become no longer available, additional General Funds will
not be requested to support this program.

Respectfully submitted.

Lori A. Shibinette

Commissioner

The Dcparlmcnt of JieoUh and Human Services' Mission is to join commnnilies and families
in fjroviding opporliinilies for citizens to achieve health and independence.
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New Hampshire Department of Health and Human Services
Office of Business Operations

Contracts & Procurement Unit

Summary Scoring Sheet

Patient Identification Bracelets and

Software System
RFP Name

Bidder Name

1.
Medirex Systems, Inc.

2.
Endur 10. Inc.

RFP-2019.NHH-03-PATIE

RFP Number Reviewer Names

1. Chad Boutin, Registered Nurse-NHH

Pass/Fail

Maximum

Points

Actual

Points

Daniel Rinden,Business Administrator-
^ NHH

200 95

Dave Levesque. Business System
' Analyst

200 101
4. Leslie Pond, Phannacist-NHH

5. Sean Hollingsworth, IT Manager
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doil

Denis Goulet

Com/nifsiorjer

March 6, 2020

Lori A. Shibinettc, Commissioner
Department of Health and Human Services
Slate ofNew Hampshire
129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinettc:

This letter represents formal notification that the OcpartmcDt of Information Technology (DolT)
has approved your agency's request to enter into a contract with Endur LD, Inc., as described below and
referenced as DolT No. 2019-033.

This is a request for approval to enter into a contract to provide patient identification
bracelets and a software system. This system will provide improved patient identification
with durable, color-coded wristbands that can be customized with patient information,
including a photograph and prescription information that meet requirements set by the
Centers for Medicare and Medicaid Services and the Joint Commission.

The amount of.the contract is not to exceed S67.524 and shall become effective upon the
date of Governor and Execulive.Council approval through June 30,2021.

A copy of this letter should accompany your Agency's submission to Governor and Executive
Council for approval.

Sincerely,

Denis Goulet

DG/kaf/ck

DolT #2019-033

cc: Bruce Smith, Manager, IT Lead

"Innovotive Technologies Today for New Hampshire's Tomorrow

OOrrTemplate20200205 VI
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FORM POMBER P-37 (vfRlon 5fl/15)
Subject; PfHietfl l^tiHcglion Bracekta and Software Swtem fRF?.20l9.NHH4?3.PATIEU)h '

Notke: This Bsrcemeot aod tU of its anachmcnts shall become public upon submisstOD lo Governor aod
Executive CotiocU for approval. Aoy mfonnatioo that is private, coofideoiial or proprietary ansi
be ckaxly ideoiiCed to the ageiKy aod agreed to in writiog prior to sigoiog the cootract.

AGREEMENT

The Stale of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

I. roENTTFICATiON.
1.1 Stale Ageiscy Name
NH DepanmcQi of Health and Human Services

1.2 Stale Agency Address
129 Pleasant Street

Concord. NH 03301-3857

1.3 Cootracior Name

Eodur ID. Inc.

V ^ *

1.4 Coatrtcior Address

8 Merrill Drive, Unit 4

Han]p{oo.NH 03842

I.S Coniracior Pbooe

Number

603-7j8-148S

1.6 Account Number

05-95.94.I02.500731.9400-

8410

1.7 Completion Dale

June 30,2021

1.8 Price Limitation

$67,524

1.9 Contracting Oflicer for Slate Agency
Nathan D. While. Director

1.10 State Agency Telephone Number
603-271-9631 '

1.11 Co<itrsclo(Signaturc 1.12 Name and Title of Contmctor Signatory

1.1 KAclmtx^ttflemcni: State of .County of '

On ^ // ? /^0 . before the undersigned officer, personally appeared the person IdcnliCcd in block !. 12. or satisfactorily
proN'cp to be the person whose name is signed in block 1.11. and aclmowtedged that s/be executed (his document in the capacity '
indicated in block 1.12.

1.13.1 Signarw of Notary Pubiicor Justice oftb<Pe»ca

A/ SHARON.MONETTE
Public - New Harripshlre

-/ (Seal) MvCommission ExoimR Aofil 20. 2021
1.13.2 Name and Title ofNouiry ofJustrce uf thfPt'atc

1.14 Stale Agency Signature

rU(ll^4/ M. Date:
1.15 Name aixi Title of Stale Ageticy Signatory

1.16 Approval by the N.H. Department of Admimstrstion. Divisionof Personnel fi/applieable)

By: Director. On:

1.17 Approval byjJjc-AhDfDcy OencrtJ (Form. Subsiaoce and Execution) (If applicable)

y\\lzX>-2X>
1.18 ApprovtfTby the Governor and Executive Council (if applicable)

B)-: On:
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2. EMPLOYMEPfT OF COITTRACTOR/SERVICES TO
BE PERFORMED. The State ofNewHatnpslure, acting
through ibe agency idemifted in block 1.1 ("State"), engages
coDtrector IdemiGed in block 1.3 ("Cooirector") to perfonn,
and the Cootracior shall perfonn. the work or sale of goods, or
both, idealised aod more paitJcularty described in the anacbed
EXHIBn A which is incorporated bertin by reference
("Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreemetii to the
contrary, and subj^t to the approve of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and aU obligations of (be parties
berrunder. shall become effective on tbe date the Covenrar '
and Executive CouiKil approve this Agreenienl as indicated in
block 1.18. unless 00 such approval is required, in which case
tbe Agretmeoi shall become effective on tbe dale tbe
Agreemeoi b signed by tbe State Agency as shown in block
1.14 ("Effective Date").
3.2 If tbe Contractor commences the Services prior to tbe
Effective Date, all Services perfonned by tbe Contractor prior
to tbe Effective Date shall be performed at ibc sole risk of tbe
Contractor, and in tbe event that (his Agreement docs not
become effective, the State shall have no liability to tbe ..
Contractor, including without limitation, any obligaiion to pay
tbe Contractor for any costs incurrrd or Services performed.
Contractor must complete all Services by the Completioa Date
speciGed in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to tbe
contrary, all obligations of tbe State bereunder, includtng.
without limitaiioii. the continuance of payments bereunder. are
contingent upon tbe availability and continued appropriation
of Gmds. and in no event shall tbe State be liable for any
payments bereunder in excess of such available appropriated

In (be e\*eat ofa reductioQ ortermioatioo of

ajsprt^riated funds, (be Slate shall have tbe right to withhold
payment until sucb funds become available, if ever, and shall
have tbe right to terminate this Agreemeoi immediately upon
giving tbe Contractor notice of sucb tcnninatioa Tbe State
shall Doi be required to transfer funds from any other account
to tbe Account identified in block 1.6 in the event funds in (bat
Account are reduced or uoavaibbic.

5. CONTRACT PRICE/PRICE LIMITATION/

PAYMENT.

5.1 Tbe coQUact price, roeibod of payment, aod terms of
payment are identified aod more panicularty described b
ETOUBrr B which is incorporated bereb by reference.
5.2 Tbe payment by (be State of tbe contract price shall be the
only aod tbe complete reuiibujiemcQt to the Contractor for all
e.Ypettscs. of whatever nature incuired by tbe Contractor b the
performance hereof aod shall be tbe only and (be complete
compensation to (be Contractor for tbe Services. The Stole
shall have no liability to tbe Contractor other than tbe contract
price.

Page 2

S.3 Tbe State reserves the right to offset from any amounts
otherwise payable to (be Contractor under this Agreement
(bose liquidated amounts required or permitted by N.H. RSA
80;7 (brougb RSA S0:7-c or any other provision of law.
$.4 Nonviibstoodbg any provisbo b this Agreemeni to the
contrary, and notwithstanding unexpected circumstances, b
no event shall tbe total of all payments authorized, or actually
made bereunder. exceed (be Price Limitation set forth b block

1.8.

6. COMPLIANCE BY CONTRACTOR WTTB LAWS

AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 b conneciioo'witb the perfonnance of tbe Services, the
Contractor shall comply with all statutes. bNvs. regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty updo tbe Contractor,
bchxlbg but not limited to. civil rights and equal opportunity
laws. This may bchide tbe rcquiruneol to utilize 8u.xiliaiy
aids and services to'ensure (bat persons with comimmicatioo
disabilities, including vision, bnrbg and speech, can
communicate with, receive information from, and convey
bforroaibo to tbe Contractor, b addition, tbe Coniracior
shall comply with all applicable copyright laws.
6.2 During (he term of this Agreement, the Contractor iball
not discrbunate against employees or applicants for
employment because of race, color, religion creed, age, se.t.
handicap, sexual orientation, or national origb and will take
affmnative action to prevent sucb discrimination.
6.3 If this Agreement is funded b any part by monies of the
United Stales, the Contractor shall coolly with all tbe
provisionsofExecuiiveOrderNo. 11246 ("Equal
Employment Opportunity"), as suppleraeated by the
regulatbns of tbe United States Dejwrtment of Labor (41
C.FJL Pan 60). aod with any rules, regulatiora aod guidelbes
as tbe State of New Hampaliire or (be United Stales issue to
implemcot these regulations. The Contractor further agrees to
permit the State or United States access to any of tbe
Contractor's books, records aod accounts for tbe purpose of
ascertabing compiiaoce with all rules, rcgulaiioos aod ordas,
and (be covenants, terms and conditions of this Agrcemeai.

7. PERSONNEL.

7.1 Tbe Contractor shall at its own expense provide all
personnel necessary to perform tbe Services. Tbe Contractor
warrants that ell personnel engaged b (be Services shall be
qualified to perform (be Services, and shall be properly
licensed aod otherwise autborized to do so under all applicable
laws.

7.2 Uiiless otherwise authorized b writing, during tbe term of
this Agreement, aod for a period ofsix.(6) months afler (he
Completion Date b block 1.7. tbe Contractor shall oot hire,
and shall not permit soy subcontractor or other person, firm or
corporation with whom it is engaged b a combined effort to
perform the Services to hire, any persoo wbo b a State
employee or ofEcial. who is materially involved b tbe
procuremeDt, adminisiratioa or performance of ihb
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Asrecniem. This provisioo shall survive termiastioo of (his
Acrecmeoi.
7 J The Coolreciins Officer specified io block 1.9, or his or
her successor, shall be the Stale's reprtsenlaiive. to the eveoi
of aoy dispute coocemmg the iaterpretatioo of (bis Agreemeoi.
(be Contractiog OfCcer's decision shall be final for (be State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of (be follonins acts or omiss'tons of (be
Contractor shall constitute so event of default bereunder
(•■Event ofDcfault~):
8.1.1 &ihire to perform (be Services laiisfactorily or on
schedule:
8.1.3 fiuhire lo submit any report required bereunder. and/or
8.1.3 failure to perform any other covenant, icrtn or condition
of this Agreement.
8.2 Upon (be occurrence of any ENtnl of Default, (be State
may take aoy oik, or more, or all. of (be following actions:
8.2.1 give tlx Contractor a wiitieo notice specifying tbe Evetit
of De&ult and requiring it to be remedied within, in the
absence of a greater or lesser specificatioo of time, thirty (30)
days from tbe date of tbe notice: and if the Event ofDe&ult Is
not timely remedied, terminate this Agreement, efifeciive two
(2) days after giving tbe Contractor notice of terrninatioa:
8.2.2 ^ve.tbe Contiaciof a written notice specifying tbe Event
of Default and Tuspending all payments to be made under this
Agreement and ordering that the portion of (be contract price
which would otherwise accrue to the Contractor during the
period from tbe date of such notice until sucb-time as the State
determines (hat the Contractor has cured tbe EvenI of Default
shall never be paid to (be Contractor
8.2.3 set ofiTagainst any other obligations the Stale may owe to
the Contractor any damages the State suffers by reason of aoy
Event of Default: and/or
8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or io equity, or both.

9. DATA/ACCESS/CONFIDENTlALm'/
PRESERVATION.
9. i As used io (bis Agreetneoi, tbe word "data" shall mean all
information and things developed or obtained during the
performance of. or acquired or developed by reason oC this
Agreement, tnctudiog. but ooi limited to. all studies, reports,
fi les, formulae, surveys, maps, charts, sound recordings, video
rccordinp, pictorial reproductions, dmwings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoraiMla. papers, and documents,
all wbeiber finished or unfinished.
9.2 Ail data and any property u-bicb has been received firom
(be State or purchased \vi(h funds provided for that purpose
under this Agreeoxoi. shall be the property of tbe State, and
sball be returned to the State upon demand or upon
terminaiion of this Agreement for any reason.
9.3 Confidentiality of data shall be governed byN.H. RSA
cbapter9i-Aoroiberexistinglaw. Disclosure of data
requires prior uTitten approval of tbe Sute.

10. TERMINATION. In tbe event of an early termination of
(his Agreemeoi for any reason other than the completion of the
Services, tbe Contractor shall deliver to the Conuncting
Officer, not later than fi fieen (15) days after the date of
tennination, a report (Tennination Rej^") describing in
detail all Services performed, and the contract price earned, to
and including (be date of lermisatioa Tbe form, subject
maner, cooieni. and ntuuber of copies of tbe Termination
Report shall be identical to those of aoy Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR'S RELA"nON TO THE STATE. In
the performance of this Agreement (be Contractor is io oil
respects an independent cooiractor. and is neitber an agent nor
an employee of the State. Neither (be Cootrector nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive aoy benefits, workers* compensation
or other emolumeols provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
Tbe Contractor shall not assign, or otherwise transfer any
interest in this Agreement without tbe prior written notice and
consent of the State. None of (be Services shall be
subcontracted by ibc Contractor without the prior written
notice and cooseni of tbe State.

13. INDEMNTFICATION. Tbe Contractor shall defend,
indemnify and bold harmless the State, its officers and
employees, from and against any and ail losses suffered by the
State, its ofTicers and employees, and aoy and all claims,
liabilities or petulties asserted against the State, its officers
and employees, by or on behalf of any person, on account of.
based or resulting from, aris'ing out of (or which may be
claimed to arise out off (he acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of (be
sovereign immunity of tbe Stale, which imiminity b hereby
reserved to the State. Thb covenant in paragraph 13 shall
survive tbe lerminauon of this Agreement.

14. INSURANCE.
14.1 Tbe Contractor shall, at its sole e.xpease. obtain and
maintain in force, and shall require aoy subcontractor or
assignee to obtain and maioiaio in force, the following
insurance:
14.1.1 comprebensiN'e general tiabiUry insurance against all
claims of bodily tiyury. death or property damage, in amounts
of not less than SI ,(XK),000per occurrence and $2,000.000'
aggregate; and
14.1.2 special cause of loss coverage form covering all
property subject to subparagrapb 9.2 herein, in an amount not
less than SOK of tbe tvtiole replacement Naiuc of the property.
14.2 Tbe policies described m subparagrapb 14.1 bertio shall
be on policy forms and codorsemeats approved for use in tbe
State of New Hampshire by tbe N.H. Department of
Insurance, and issued by insurers licensed in tbe State of New

Page
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14.3 Tbe Coolrector sbali fumiib lo the CootiKiios Ofiicer
ideatiCed in block 1.9, or his or her successor, a ceiti0c8tt(s)
of insurtoce for tU iosuruice required under this AgreemenL
Contractor shalJ also furnish to the Coatracting Officer
identified in block 1.9, or his or her successor, certiGcBie<s) of
insurance for all rcoewalfs) of insurance required under this
Agreemeni no later than thirty (30) days prior to (be expiration
date of each of tbe insurance policies. Tbe certiGcatefs) of
insurance and any leoewab thereof shall be attached and are
incorporated herein by reference. Each certjGcate(s) of
insurance shall contain a clause requiring the insurer to
provide tbe Contracting Officer idatiGed in block 1.9, or his
or her successor, no less than thirty (30) days prior written
notice of cancellation or modiGcation of the policy.

15. WORKERS'COMPENSATION.

15.1 By signing this agreement, tbe Contractor agrees,
certiGes and warranis that (be Contractor is in compliance with
or exempt from, tbe requirements ofN.R RSA chapter 28UA
("Worken' Compcmation").
15.1 To tbe extent (be Contractor is subject to tbe
requirements of N.H. RSA chapter 281-A. Contractor shall
maintain, and require any subcontractor or assignee to sectire
end mainiaio, payment of Workers' Compensation m
cooacctioo with activities which tbe person proposes to
undertake pursuant to this Agreement. Contractor shall
fumisb (be Contracting Officer identiGed in block 1.9, or bis
or ber successor, proof of Workers' Compensation b the
manner described b N.H. RSA chapter 281 •A end any
applicable renewal(s) thereof, which shall be attached and are
incorporated bereb by refereoce. The State shall not be
responsible for payment of any Workers' Compeosatbn
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
CompensaGoo laws b connection with (be performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No Guhire by tbe State to
enforce any provisions hereof after any Event of Dclauli shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of DefiiulL No express
failure to enforce any Event of Default shall be deemed a
waiver of tbe right of tbe State lo enforce each and all of tbe
provisions hereof upon any further or other Event of Default
on tbe part of (he Contractor.

17. NOTICE. Any ooGce by a party hereto to the other party
shall be deemed to have been duly dcGvered or given at tbe
time of mailbg by certified mail, postage prepaid, b a United
Stales Post Office addressed to tbe parties at tbe addresses
given b blocks 1.2 and 1.4, bereb.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument b writing signed
by tbe partia hereto and only after approval of such
amendment, waiver or discbmge by (be Goveroor and
Executive Council of the Slate of New Hampshire unless no

such approval is required under (be circtirostances pursuant to
Stale law, rule or policy. ,

19. CONSTTlUCnON OF AGREEMENT AND TERMS.

Thb Agreement be construed b accordance with the
bws of the State of New Hampshire, and is binding upon and
mures to tbe benefit of (be parties and their respecuvc
successon and assigns. The wording used b this Agreemeol
b tbe wording chosen by the parties to express their mutual
blent, and no rule of construction shall be applied against or
b favor of any party.

20. THIRD PARTIES. Tbe partia hereto do not btend to
bcoefit any third partia and this Agreement shall not be
coDstrued to confer any such benefit.

21. HEADINGS. Tbe headings tbrougboul (he Agreetneol
are for refereoce purposa only, and tbe words contained
tbereb shall b no way be held to explain, modify, an^liiy or
aid m tbe bterprcuuoo, construcGoo or meaning of the
provisions of (his Agreement.

22. SPECIAL PROVISIONS. AddiGonal provisions set
forth b (be attached EXHIBrT C art bcori>orated bereb by
refetetKe.

23. SEVERABlUTy. b the event any of the provisions of
(his Agreement ere held by a court of competent jurisdiciioo to
be contrary to any state or federal law, tbe rcmabbg
provisions of this Agreement will rcmab b full force and
effect.

24. ENTIRE AGREEMENT. This Agreemcot, which may
be e-xmied b a number of counterparts, each of which shall
be deemed an original. consGtuta tbe eotlre Agreement and
undcratandbg between tbe partia, and superseda all prior
Agreements and understandings relsGng hereto.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT XDENTinCATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

The foUowiog general coolracUog terms and defiaiticns apply except as specifically noted elscwbere
in this docuineat.

Acceptance Notice from the State that a Deliverable has satisfied Acceptance Test or
Review.

Acceptance Lerter An Acceptance Letter provides notice from the State that a Deliverable
ha's satisfied Acceptance Tests or Review.

Acceplance. Petiod The limeCrame during which the Acceptance Test is performed

Acceptance Test Plan The Acceptance Test Plan provided by the Vendor end agreed to by the
Slate that describes at a minimum, the' specific Acceptance process,
criteria, nod Schedule for Deliverables.

Acceptance Test and Review Tests performed to detemune that no Defects exist, in the applicniion
Sofhvare or the System

Access Control Supports the management of permissions for logging onto a computer or
oe^vork '

Agreeoieot A contract duly executed and legally binding.' -

Appendix Supplementary material that is collected and appended at the back of a
document

Atidlt Trail Capture and
Analysis

Supports the ideniificatioo and monitoring of activities within an
application or system

Aulboiixed Persons The Contractor's employees, conira^ors, subcontractors or other agents
who need to access the Stale's personal data to enable the Contractor to
perform the services required.

CertlOcation The Vendor's written declaration with full supporting and \yriticn
Documentation (including without limitation test results as applicable)
that the Vendor has completed development of the Deliverable end
certified its readiness for applicable Acceptance Testing or Review.

Change Oider • Forma) docuroealation prepared for o proposed change in the
Specificaiioos.

Conipletlou Date End date for the Contract

Conndentiat Information Information required to be kept Confidential firom unauthorized
disclosure under the Confroci

Contract This Agreement bet%veen the State of New Hampshire and a Vendor,
which creates binding obligations for each party to perform as specified
in the Contract Documents.

Contract Agreement Fart 1, 2, and 3.. The dociimentation coosisiing of both the General
Provisions nod the Exhibits which represents the understanding and
acceptance of the reciprocal legal rights and duties of ihe parties.with
respect to the Scope of Work

Contract Conclusion Refers to the conclusion of (be Contract, for any reason, including but not
limited to, the successful Contract completion, teniuoatioa for
convenience, or lerminaiion for default.

2019-033 IT Provision
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

FATlEfn' IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

CoQtract Documeots Documeots that comprise this Coolract (See Contract Agreemeoi, Section
l.l)

CoQti'oct Maoagen The persons identified by the Stale sod the Vendor who shall be
responsible for nil contractual authorization and admioistrstion of the
Contract. These responsibilities shall ioctude but not be limited to
processing Cootract Documentation,, obtaining executive approvals,
tracking costs and paymeots, and representing the parties in all Contract
administralivc activities. fSee Seciioo 4: Cotttract Mnnaeeiuetu)

Cooti-oct Pi1ce The total, 001 to exceed amount to be paid by the State to the Contractor
for product nod services described In the Contract Agreement. This
amount is listed in the General Provisions Section 1.8 (P-37).

Coolractor The Vendor aod its employees, subcontractors, agents and afniiaies who
are providing the services agreed to under the contract.

Coali-acted VeDdoi'A^eodoi- The Vendor whose proposal or quoie was awaidcd (be Cootraci with the
State and who is responsible for the Services and Deliverables of (he
Conuaci.

CoDvei-sloQ Teat A test to ensure that a Data conversion process correctly takes Data D-om
a legacy system and successhilly converts it to a form that can be used by
the new System.

Core Period The thirty (30) day period foUoNving written notiHcation of a default
(vithin which a contracted vendor must cure the default identified.

Custotu Code Code developed by the Vendor specifically for this project for the State
of New Hampshire

Custom Software Sofhvore developed by the Vendor speclQcally for this Project for the
State ofNew Hampshire

Data State's records, files, forms, Data and oihcr documeots or informotion, in
either electronic or paper form, that will be used /converted by the Vendor
during the Contract Term

Data Breach The unauthorized access by a oon-authbrized pcrsoo/s that results in the
use, disclosure or theft of the Stale's unencrvpied non-public data.

DBA Database Administrator

Dencleocles/Defccts

/

A failure, deficiency or defect m a Deliverable resulting in a Deliverable,
the Sofnvare, or the System, not confonnlog to its Specificalioos.

Class A Deficiency - Sojhvare • Critical, does not allow System to
operate, no work around, demands immediate action; Wriucn
Dociiiiien/flilon • missing significant ponions of information or
unintelligible to State; Non Software • Services were inadequate and
require re-performance of the Service.

Class B Deficiency -5q/?unre - impoitrmi, does not stop operation and/or
there is a work around a^ user can perform tasks; fVriiiei) Dociiiiientan'on
• portions of information are missing but not enough to moke the

2019:033 rr PfovisioQS
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

N

document unintelJigible; Non Software - Services were deflcieni, require
reworking, but do not require re-performance of the Service.

Oass C Drnclrncy - SoPwnrt - imnlmal, cosmetic in nature, niinlmal
effect on System, low priority and/or user can use System; WrUttn
DocumaUttUon • minimal changes required and of minor editing nature;
A/on Sojhi-are - Services require only minor reworking and do not require
re-pcrformonce of ibe Service.

Drllvei'ible A Deliverable is any Written, Sol^aro, or Noo-Soflware Deliverable
(letter, report, manual, book, other), provided by the Vendor to the State
or under the terms of o Cootrecl requirement.

Departnieot of iDfonuatlon
Tecboology (DoIT)

The Departmeol of Information Technology established under RSA 21 -R
by the Legislature effective September S, 2008.

DocumeotfltloQ Ail information (hat describes the installation, operation, and use of the
Software, either in printed or electronic format.

Digital Slgaatiire Certification that guarantees the unaltered state of a file, a!so.kno%vn ns
"code signina."

EfTectlve Date The Controct and all obligations of the parties hereunder shall become
effective on the dale the Coveraor and the Executive Council of the Slate
of New Hampshire approves the Contract .

Encfvptlon • Supports the traasfornuiioo of data for security purposes
EobaDcements Updates, additions, modiGcaiions to, and new releases for the Sofhvare,

and all changes to the Documentation as a result of Enhancements,
Including, but not limited to. Enhancements produced by Change 6rders

Fli-ra Fixed Pilce Contract A Firm-Fixed-Pricc Contract provides a price that is not subject to
increase, i.e., adjustment on the basis of (be Vendor's MSt experience in
perfomiiog (he Contract

FuUy Loaded . . Rates ore inclusive of all allowable expenses, including, but noi limited
to; meals, botel/bousing, airfare, cor rentals, cor mileage, out of
pocket expenses

Govcnior and Executive

Council

Tbe New Hampshire Coveraor tind Executive Council.

IdeotincatloQ ond

Aulbeotlcation
Supports obtaining information about those parties attempting to log on
to n system or application for security purposes and ibe validaiioo of
those users

Iniplementfltlou The process for making the System fully operational for processing (be
Dam.

Iinplementaflou Plan Sets forth the transition from development of the System to full
operation, and Includes without limiititioQ, training, business and
tecluucnl procedures.

InfoiTuatloQ Tecbnology (TT) Refers to the tools and processes used for the gathering, storing,
manipulating, irnasmitting, sharing, and sensing of information

2019-033 IT Provisions
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including, but not linuted to, Data processing, computing, information
systems, telecommunications, and various audio and video technologies.

loput VaUdatlOD Ensure that the values entered by users or provided by other applicoiioos
meets the size, type and format expected. Protecting the application from
cross site scripting, SQL injection, buffer overflow, etc.

lotriuloo Delectioo Supports the detection of illegal entrance into a cdmpuler-system
iDvoklDS Partv In a dispute, the party believing itself aggrieved.
Key Project StafT Personnel identiCed by tbe State and by the Conu^cior as essential to

work on the Project.

LIceosee The.Slate of New Hampshire
Nod Ezclasive CoQh'oct A contract executed by the State that does not restrict tbe State from

seeking alternative sources for the Deliverables or Services provided
under the Contract. >

NoD-Pabllc lororiuatloQ Data, other than personal data, that is not subject to disuibution to the
public as public ioformaiion. It is deemed to be sensitive and
coofideotial by the State because it contains iaforniaiion that is exempt
by statute, ordinance or administrative rule from occess by the general
public as public information.

NoD-Sofhvare DeUvciables Deliverables that are aoi Software DeLverables or Written Deliverables,
e.g., meetings, help support, services, other

Noimal Busloess Houi-s Normal Business Hours - 8:00 a.m. to 5:00 p.m. EST, Monday through
Friday excluding State of New Hampshire holidays. State holidays ore:
New Year's Day, Martin Luther King Day, President's Day, Memorial
Day, July 4^, Labor Day, Veterans Day, Thanksgiving Day, the day after
Thanksgiving Day. and Christmas Day. Specific dates will be provided

Notice to Proceed (NTP) The State Contract Manager's written direction to the Vendor to begin
work on the Cootract on a given dale and time

Opeo Data Foiiuats A data fomint based oa an underlying Open Standard.
Opeo Source Sorttvare Sofhvare that guarantees the user unrestricted use of the Sbfhvare os

defmed in RSA 21-R:10 and RSA 21-R:1I.
Opeo Stfiodardz Specificaiioos for the encoding and transfer of computer data that is

defmed In RSA 21 -R: 10 and RSA 21 -R: 13.
Operating System System is fully functional, all Data has been loaded into the System, is

available for use by tbe Slate in its daily operations.
Opera tlooai Tbe System is operating and fully functional, oil Data has been loaded;

tbe System is available for use by the Slate in its daily operations, and
tiie Slate has issued an Acceptance Letter.

Order of Precedence The order in which Contract/Documents control in the event of a conflict
or ambiguity. A term or condition in a document controls over a
conflicting or ambiguous term or condition in a document that is lower
in the Order of Precedence

Personal Data Data that includes information relating to a person that ideatifies the
person by name and has any of (he following personally ideotifiable
information fPlT): Rovemmenl-issued identification numbers fe.g..

2019-033 ITProvisioo
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Social Security, driver's liceose, passport); fiaaocifll acccunl
informatioQ, IncludiDg accouot oumber, credit or debit card aumbers; or
protected health informatioo (PHI) relaimg to a person.

Projeti The pUmoed uodertaking regardiog ibe.eoilre subject matter of as RFP
and Contract and the activities of the parties related hereto. '

ProJecJ Team ~ The group of State etnployees and cootmcted Vendor's personnel
responsible for ounagiog the processes and mechanisms required such
that the Services ore procured in accordance with the Work Plan on lime,
on budeet and to the reQuired specificAiions and quality

Project Maoageroeot PIbd A documeoi (bat describes the processes and methodology to be
employed by the Vendor to ensure a successful Project.

Project Maaflgen The persons idenliOed ̂ vbo sball funclioo as the Stale's and the Vendor's
representative with regard to Review and Acceptance of Contract
Deliverables, invoice sign off, and review and approval of.Cbonge
Requests (CR) utilizina the Change Control Procedures (CCP)

Prolecl Staff State personnel assioned to work with the Vendor on the Project

Proposal The submission from o Vendor in response to the Request for a Proposal
or Statement of Work

Protected Health

iDformatloo (PHQ
Individually idenlifiable health inforTnaUoo transmitted by
electrooic media, maintained in electronic media, or transmitted or
maiotaihed in imy other form or medium. PHI excludes education
riecords covered by (be Family Educational Rights and Privacy Act

. (FERPA), OS amended, 20 U.S.C. 1232g, records described at 20
U.S.C. l232g(aX4)(B)(iv) and employment records held by a
covered entity in its role as employer.

RcgresslooTest Plao A plan integrated into lite Work Plan used to nscenain whether fi.xes to
Defects have caused errors elsewhere in the opplicaiioa/process.

Review The process of reviewing Deliverables for Acceptance

Review Period The period set for review of a Deliverable. IT none is specified then the
Review Period is five (5) business days.

RFP (Request for Proposal) A Request For Proposal solicits Proposals to satisfy State functional
requirements by supplying data processing product and/or Service
resources according to specific terms and conditions

Role/Privilege MaoagemeDt Supports the granting of abilities to users or groups of users of a
computer, application or aet^vork

Schedule. The dates described in the Work Plan for deadlines for performance of
Services and oUier Project events and activities under the Contract

Securlf>'lDcldcDt The potcatinlly unauthorized access by nort-nuthorized persons to
personal data or non-public data the Contractor believes could '
reasonably result in the use, disclosure or dief) of a State's
unencrypted persooal data or non-public data within the possession
or control of the Contractor. A security incident may or may not turn
into a data breach.

,2019-033
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Senice Level Agreemeol
(SLA)

A sighed agreement between both the State imd tbe Contractor that is
subject <0 (he terms and conditions in this document that unless
othenvise agreed to includes (1) the technical service level performance
promises, (i.e. metrics for performance and intervals for measure), (2)
description of service quality, (3) identiGcalion of roles and
responsibilities, (4) security responsibilities and notice requirements,
(5) bow disputes are discovered and addressed, and (6) any remedies for
performance failures.

SeiMcc Tbe work or labor to be performed by tbe Vendor 00 the Project as
desalbed in tbe Contract.

tbe Cooti'acloi' The vendor and its employees, subcontractors, agents and aHiliates who
ore providins the services agreed 10 under the contract.

Sofhvarc All custom Software and COTS Software provided by the Vendor under
the Contract

Sorhvare-as-a.Sei'vlce (SaaS) Tbe capability provided to the State to use tbe Contractor's opplications
running on a cloud inffostnKture. Tbe applications are accessible from
various client devices through 0 ibiD<Ucol inierfnce such as a Web
brONVser (e.g., Wcb-based email) or a program interface. Tbe Stale does
not manage or control the underlying cloud iolrasliucture including
oet\vork, servers, operating systems, storage or even individual
epplicaiiOQ capabilities, with the possible exception of limited user-
speciGc application configuration seaings.

Software Delivri-ables Sofhvare end Enbancemenls

Sofrware License Licenses provided to the Stale under this Contract

Solution The Solution consists of the total Solution, which includes, without
[imiiaiion, Software and Services, addressing the requirements and terms
of the Contract SpeciGcations. Tbe o^-lhe-sbelf Sofhvare and
cooGgured Software customized for the State provided by the Vendor in
response (0 this EU7.

SpecLfl cations ■ The written provisions that set forth the requirements which include,
without limitation, this RPP, the Proposal, the Contract, any performance
standards, Documentation, applicable State and federal policies, laws and
regulations. State technicaJ standards, subsequent . State-approved
Deliverables, and other SpeciGcations and requirements described in the
Contract Documents. The Specifications are, by this reference, made a
part of tbe Contract as though completely set forth herein.

State• STATE is defined as:

Stale of New Hampshire
Department of Health and Human Services
129 Pleasant Si. "

Concord. NH 03301
Reference to tbe term "State" shall irtcludc applicable agencies

Statement of Work (SOW) A Statement of Work clearly defines the basic requiremenis and
objectives of a Project. Tbe Statemeni of Work also defines a bigh level

2019.033 IT Provisions
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view of the arcbilecture, petfonnnoce tmd design requu^meols, the roles
Bod responsibilities of the State and' the Vendor. The Contract
Agreement SOW defines the results that die Vendor reimios responsible
and accountable for ocbievios-

Stale's CoDfldeotlal Records State's infonuaiion regardless of its form that is not subject to public
disclosure under applicable state and federal laws and regulations,
including but not limited to R5A Cbnoter 91 -A

State Data For SaaS applications means oil data created or in any way origioaiiag
witb the Slate, and all data tbai is the output of computer processing of
or other electronic manipulation of any data that was created by or in tmy
way originated with the Stote, whether such data or output is stored on
the State's liarthvare, the Cooirnctor's hardware or exists in any system
osvned, maintained or otherwise controlled by the State or by the
Contractor.

State Fiscal Year (SFY) Tbe New Hampshire State Fiscal Year extends from July 1" through June
JO' of tbe foUowing colendar year

State IdeolUled Contact Tbe person or persons designated in writing by the State to receive
security incident or breach QOiificaiioD.

State's Project Managei-
(PM)

State's represeotnlive witb regard to Project management and tKhnicol
matters. Agency Project Managers are responsible for review and
Acceptance of specific Contmci Deliverables, invoice sign off, and
Review and approval of a Change Proposal fCP).

SubcoDlractor A person, partncrsliip, or company not in the employment of, or owned
by, the Vendor, which is performing Services under this Contract under
a separate Contract with or on behalf of the Vendor

System All Software, specified hardware, and interfaces and extensions,
integrated and functioning together In accordance with the
Specifications. \

TBD , * To Be OetermiDed
J

Tecbnicnl Atilborlzallou Direction to a Vendor, which fills in details, clarifies, interprets, or
specifies technical requirements. li must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitute a new
assignment; and (3) not change tbe icnns, documents of specificaiioos of
tbe Contract Agreement

Test Plan A plan, integrated in the Work Plan," to verify the code
(new or changed) works to fulfill (be requirements of the Project. It may
coqsisi of q timeline, a series of tests and test data, test scripts and reports
for tbe test results as well as a tracking mechanism.

Term Period of the Contract from the Effective Date through termination.
TrousltioD Senlces Services and support provided when Contractor is supporting System

changes.

UAT • . User AccepianceTesi

2019-033 IT Provisio

Cohiractor Iniiisl
Dnic:

isionjvPar
>r Iniliolt: l l\

Page 9 of 33



DocuSign Envelope ID: 1DF38BBD-EA4C-4F55-B086-4B4B5C82620C

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HDMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Unll Test Developers create their own test dato and test sceoarios to veri^' the code
tliey have created or changed fuoctJoas properly as denned.

User Accrpfiuce Turiog Tests done by knowledgeable business users wbo are faffliliar with the
scope of the. Project.--They create/develop test cases to conCrm the
System was developed according to specific user requirements. The test
cases and scripts/scenarios should be mapped to business requirements
outlined in the user requirements documents.

User MiiDigeairut Supports the aduunistroUoa of computer, opplicaiion and Det>vork
accounts within an orsanizaiion

VeodoiV CoDtractrd Veodor The Vendor whose proposal or quote was awarded-the Contract witli the
State and wbo Is responsible for the Services and Deliverables of the
Contract.

Vejlflcntlon Supports the coofirmation of authority to enter a-computer system,
• application ornetwork

Walk Tilrougtt A step-^by-step review of. a Specificalion, usability features or design
before it is banded off to the technical team for development

Work Houi*$ Vendor personnel sltall work normal business hours benveen 8:00 am
and 5:00 pm, eight (8) hour days, forty (40) hour weeks, e.xcluding State
of New Hnmpsbire holidays. Changes to this schedule nuy be made
upon agreement with the State Project Manager.

Work Plau The overall plan of activities for the Project created in accordance with
the Contract. The plan and delineation of tasks, activities and events to
be performed and. Deliverables to be produced under the Project as
specified in Appendix C. The Work Plan shall include a detailed
description of the Schedule, tasks/activities. Deliverables, critical events,
task dependencies, and the resources that would lead and/or participate
on each task.

Willteo Delivei-abks Non-Software written deliverable Documentation (letter, report, manual,
• book, other) provided by the Vendor cither in paper or electronic formal.

2019-033
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INTRODUCTION

This CoDtraci is by ood between the State of New Hampshire, acting through New Hampshire Dcparlmeot
of Health and Human Services ("State" or "Department"), and' Endur ID, Inc., a Nw Hampshire
Corporation, ("CooirBctor"). having its principal place of business at 8 Merrill Drive, Uiut 4 Hampton, NH
03842.

The Contractor shall provide a patient ideniificatioo system, which must include, but is not limited to;
1. Vendor pan number SM-l-LA patient identification (ID) wristbands that can be customized to
'  specifications as required by the Department.

2. IDMX wristband production software that is compatible with the Deportment's current -
Netsmart/Avatar system, Including on site installation of IDMX wristband production software at
New Hampshire Hospital.

3. Training for each staff member on use of the system.

4. Endur ID Secur Trac software.

5. Installation of the IDMX production sofhvarc and ENDUR ID Secur Trac soft\vare at New
I Hampshire bospitai, as directed by the Department.

6. No less than twelve (12) Portable Ruggedized mobile computers, hereinafter to be called
"handheld scanning devices", which must have the ability (o communicate with ̂ dur ID Secur
Tree software, and exchange and upload data

RECITALS

Whereas the Department desires to have the Contractor provide patient ideniificaiicn bracelets and a
softivare system and associated services for the Department;

Whereas the Contractor wishes to provide patient identification bracelets and a software system;

The parties therefore agree as follows:

I. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS

This Contract Agreement (2019-033) is comprised of the following documents:

A. Pan 1-Form P-37 General Provision
B. Pan 2 - Information Technology Provisions
C. Part 3 - Exhibits

Exhibit A- Contract Deliverables
Exhibit B-Price and Payment Schedule

2019-033 IT Provisions 2 Page 11 of 33
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Exhibil C-Special Provisions
Exhibit D- Administrative Ser>accs
Exhibil E- Implcmcniauon Services

•  Exhibit P-Testing Services
Exhibit G- Maintenance and Support Services
Exhibil H-Requirements . '

' , Exhibit 1-" Work Plan
Exhibil 3-Software Agreement

Exhibit K- Waminiy and Warranty Services
Exhibil L-Training Services

Exhibil M- Agency RFP with Addendums, by reference
Exhibil N-Vendor Proposal, by reference. - -u- t/-

. Exhibil 6- Ccriificaics and Auachmcnis. DHHS Standard Exhibiw C-K

1.2 ORDER OF PRECEDENCE

In ihc event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern:

a. ■Siaic of New Hampshire. Department of Health and Human Services ContractAgreement 2019-033. including Ports 1.2. and 3. ^ DcponioNHH
b. State of New Hampshire. Department of Health and Human Services, ,Rl-P-20l,9 NHH

03-PATIE
c. Vendor Proposal Response to RPP-2019-NHH-03-PATIEdatcd March 6.2019.

2. CONTRACT TERM . • , r
The Coniraci and all obligations of-the parties hercunder shall become effective
execution by the parties, and the receipt of required governmental approvals.
limited to. Governor and Executive Council of the State of New Hampshire apprqvaU Effective
Date").

The Contract shall begin on the Effective Date and e.xtcnd through June 30. 2021..
"  The Contractor shall commence work upon issuance of a Notice to Proceed by the Depanmcnt.

3. COMPENSATION

3.1 ■ CONTRACT PRICE

The Contract Price, Part 1. P-37. Block 1.8 Price Limitation, method of paynicm. and terms of-payment am Idenuficd and more particularly described in section 5 of P-37 Agrccmem and Pan 3
Coninci^hib'nB: Price and Paymeni Schedule.

3.2 NON-EXCLUSIVE CONTRACT

20l9-033ITProvisions A^rt2 Page l2of33
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3.2 . NON-EXCLUSrVE CONTRACT

Tbe State reserves the right, el its discretion, to retain other vendors to provide any of the Services or
Deliverables identified under this procuremeni or make on award by item, part or ponion of an item,
group of items, or total Proposal, the Cootractor shall not be responsible for any delay, act, or
omission of such other vendors, except that the Contractor shnU be responsible for any delay, act, or
omission of the other vendors if such delay, act, or omission is caused by or due to. the fault of the
Cootractor.

4. CONTRACT MANAGEMENT

The Project will require the coordinated effons of a Project Team consisting of both the
Contractor and Slate personnel. The Contractor shall provide all necessary resources to perform
its obligations under tbe Contract. Tbe Contractor shall be responsible for managing the Project
to its successful completioa

4.1 THE CONTRACTOR'S CONTRACT MANAGER

Tbe Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and adniinisiraiion. The Conlmctbr's Contract Manager is:

Al Lnrose

ceo'
EndurID

8 Merrill Industrial Drive, Unit 4
Hampton, NH 03842
603-758-1488 xUl

. alarose@endurid.com

4.2 THE CONTRACTOli'S PROJEOT MANAGER
4.2.1 Coolract Fi ojecl Mauagrr

The'CoQUactof shall assign a Project Manager who nteets tbe requirements of the
Contract. The Contractor's selection of the Contrncicd Vendor Project Manager
shall be subject to the prior written approval of the Stale. The Slate's approval
process'may include, without limitation, at the Slate's discretion, review of the'
proposed Contractor's Project Manager's resume, qualifications, referencesj and
background checks," and an interview. The Sinte may require removal or
reassignment of the Conlractor's Project Manager who, in the sole judgment of the
Scute, is found unacceptable or is not perfomiing to the State's satisfaction.

4.2;2 The Conlractor's Project Manager must be qualified to pcrfonn the obligations
required of (he position under the Comraci, shall have full authority to raal^e
binding decisions under .the Contract, and shall function as the Contractor's
representative for all odministrative and managemcnt matters. The Cpnimctor's

Provisions ̂ Pjar2019-033 ITProvisioQS-j|Pjart2 Page l3o.f33
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Project M&oager sbaU perform the duties required under the CoDlract, iocludiog,
but Qot limited to, those sei forth in Exhibit I, Section 2. The Contractor's Project
Manager must be available to promptly respond during Normal Business Hours
within t\vo (2) hours to inquiries from the State, and be nt the site as needed. The
Contractor's Project Manager must work diligently and use his/ her best eObrts on
the Project.

4.2.3 The Coniracior shall not change its assigmneat of-the Cooiroctor's Project
Manager without providing the State written JustiCcation and obtaining the prior
written approval of the Slate. State approvals for replacement of the Contractor's

■ Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than of the Contractor's Project
Manager being replaced; tneel the requirements of the Contract; and be subject to
reference and background checks described above in General Provisions, Section
4.2.1: Coiitrnci Project Mnmger. and in Contract Agreement Gcneml Provisions,
Section 4.6: Reference attd BnckgroniiH Checks, below. The Contractor shall
assign a replacement of the Contractor's Project Manager within ten (10) business
days of the departure of the prior Contractor's Project Manager, and the Contractor
shall continue during the ten (10) business day period to provide competent Project
management Services through the assignment of a qualified interim Project
Manager.

4.2.4 Notwithstanding any other provision of the Contract, the Slate shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in default
and pursue its remedies at law and in equity, if the Contractor fails to assign a the

J  Contractor Project Manager meeting the requirements and terms of the Contract.

4.2.5 contractor Project Manager is:
JoscMuooz ■ '

IT Prbjeci Manager
EndurID

8 Merrill Industrial Drive, Unit 4
Hampton, NH 03842
603-758-1488x113

jmunoz@eDdurid.com

4.3 CONTRACTOR KEY PROJECT STAFF

4.3.1 The Coolracior shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth in RFP-2019-NHH-03-PATrE. The Slate may conduct reference and
background checks on the Contractor's Key Project Staff. The State reserves the
right to require removal or reassignment of the Contractor's Key Project Staff who

2019-033 IT proyisionsVlFtirt 2 Page 14 of 33
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are found unaccepiable lo ihe State. Any background checks shall be performed in
accordance with General Provisions Seciion 4.6: Bnckgrouxd Checks.

4.3.2 The Contractor shall not change any of the Conlmclor's Key Project Staff
commitments without providing the State written justification and obtaining the prior
wrinen approval of the State. State approvals for replacement of the Contractor's
Key Project Staff \viH not be unreasonably withheld. The replacement of the
Contractor's Key Project Staff shall have comparable or greater skills than of the
Conimclor's Key Project Staff being replaced; meet the requirements of the
Contract, including but not limited to the requirements set forth in RFP Appendix C:
System Requirements nnd Deliverables and be subject to reference and background
checks described in Contract Agreement- General Provisions, Section 4.6: Reference
and Background Checks,

4.3.3 Notwiibstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate (be Contract, declare the Contractor in default and to
pursue its remedies at law and in equity, if the Contractor fails to assign Key Project
Staff meeting the requirements and terms of the Contract or if it is dissatisfied with
ihc Contractor's replacement Project staff.

4.3.3.1 The Contractor Key Project Staff shall consist of the following
individuals in the roles identified below:

The Contractor's Key Project Stan";

Key Title '
Member(s)
JoeTinson Project Manager

Jc£f Bagley Regional Sales Manager

4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as ilie State's representative with
regard lo Contract administration. The Stole Contract Manager Is:

Dan Rioden'

Business Administrator in

36 Clinton Street

Concord, NH 03301
603-271-S5I2

603-271-5969

Daniel.RJDdcn@dhlis.cd).gov

2019-033 rrProvisionsHt^2- Page ]5of33
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4.5 STATE PROJECT MANAGER

Tbe State shall assigo a Project Manager. The Stale Project Manager's duties shall include the
following:

a. Leading the Project;
b. Engaging and managing ell Contractors;
c. 'Managing significant is^es and risks.
d.' Reviewing and occepting Contract Deliverables;
c. Invoice sigD-offs;
r. Review and opproval of change proposals; and
g. Managing stakeholders' concerns.

Tbe Stale Project Manager is;

Sean HoUingswonh
DOmTLeadNHH

36 Clinton Street

Concord, NH 03301
603-271-5752

Seaa.P.Hollingswonb@doii.nb.gov

4.6 REFERENCE AND BACKGROUND CHECKS

The Contractor shall conduct criminal background checks and not utilize any siaff, including
subcontractors, to fulfil] the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony or
misdemeanor olTense for which incarceration for up to I year is an authorized penalty. Tbe
Contractor shall promote and malniaio en awareness of the importance of securing the State's
information among the Contractor's employees and ogents.

Tbe Stale may, at its sole expense, conduct reference and background screening of the Contracted.
Vendor Project Manager and the Contractor Key Project Staff. The State sliall maintain the
confidentiality of background screening results in accordance with the Contract Agreement -
General Provisioas-Sectioo II: Use of State's Information, Coafidentialiiy.

5. DELIVERABLES

5.1 CONTRACTOR RESPONStBILmES

The Conlmctor shall be solely responsible for meeting all requirements, and terms and conditions
specified in this Cooimct, regardless of whether or notn subcontractor is used.

Tbe Contractor-may subcontract Services subject to the provisions of the Contract, including but
not limited to, the terms and conditions in the Comract Agreement. Tbe Contractor must submit
all information and documeotalioo relating to the Subcontractor, including terms and conditions-
consistent with this Contract. Tbe State will consider the Contractor to be wholly responsible for
tbe performance of the Contract and the sole point ofconlact with regard to all cooiractual matters,
Including payment of any and all charges reciting from the Contract.
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5.2 DELIVERABLES AND SERVICES

Tbe Coalractor sball provide the Department with the Deliverables and Services in accordance with
the time Diunes in the Work Plan for this Contnici, and as more particularly described in Contract
Exhibit A: Contract Deliverables.

5.3 . NON-SOFTWARE AND WRITTEN DELIVERABLES RE\TEW AND

ACCEPTANCE

Aner receiving writien CertincaiiOD from the Contractor that n Non^Sofhvnre or Written
Deliverable is final, complete, and ready for'Review, .the State will Review the Deliverable to
determine whether it meets the Requirements outlined in Cootrsct Exhibit A: Contract
Deliverables. The State will notify the Contractor in.writing of its Acceptance or rejection of the
Deliverable within five (5) business days of the State's receipt of the Contractor's written
Certification. If the Slate rejects the Deliverable, the State sball notify the Contractor of the nature
and class of the Deficiency and ihe'Coniractor shall correct the Deficiency within the period
idemified in the Work Plao. If no period for the Contractor's correction of the Deliverable is
identified, the Contractor shall correct the Deficiency in the Deliverable within five (S) business
days. Upon receipt of the corrected Deliverable, the State sball have five (5) business days to
review tiie Deliverable and notify the Contractor of its Acceptance or rejection thereof, with the
option to extend the Review Period up to five (S) addition^ business days. If the Contractor fails
to correct the Deficiency within the allotted period of lime, the State may, at its option,' continue
reviewing the Deliverable nnd require the Cooiracior to conlmue until the Deficiency is corrected,
or immediately terminate the Contract, declare the Coalractor in default, and pursue its remedies at
law and in equity.

5.4 SOFTWARE REVIEW AND ACCEPTANCE

System/Sofhvare Testing nnd Acceptance sball be perforated as set forth in the Test PLin and more
particularly described in Exhibit F: Testing Services.

6. SOFTWARE

The .Contractor sball provide the State with access to tlie Sofhva/c and Documentation set forth in the
Contract, and particularly described in Exliibil J; Sojhvare Agreement.

7. SERVICES

The Contractor sball provide the Services required under the Contract Docucnenis. All Services shall
meet, and be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES

The Contractor shall provide the State with the admiQislmlive Services set forth in the
Contract, end particularly described Id Exhibit D; Administrative Services.

5rlnilial^_
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7.2 IMPLEMENTATION SERVICES

Tbe CoQtractof shall provide the Stale wiib the Implemeoiatioo Services set forlb in the
CoQiract, and particularly described in Exhibit E: ImplementaUoo Services.

7.3 TESTING SERVICES

Tbe Contractor shall perforra testing Services for tbe Slate set forth in the Contract, and
particularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES

The Contraclor shall provide tbe State with training Services set forth in tbe Contract, and
particularly described in Exhibit L: Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES

Tbe CoQtraclor shall provide the State with Moioleoaoce and support Services for the Software
set forth in the Contract, and particularly described in Exhibit 0: System Maintenance and
Support.

7.6 WARRANTY SERVICES

Tbe Contractor shall provide the State with warranty Services set fonh in the Cootraci, and
particularly described in Exhibit K: Warranty & Warranty Services.

8. WORK PLAN DELIVERABLE

The Contractor.shall provide (be State with a Work Plan that shall include, without limitatioo, a'
detailed description of the Schedule, tasks, Deliverables, major milestones, task depeodeocies, and
payment Schedule.

The initial Work Plan shall be o separate Deliverable and is set forth in Cooiract Exhibit I: Work Plan.
Tbe Contractor shall update the Work Plan as necessary, but no less than every two weeks, to
accurately reflect the status of the Project, including without limitation, the Schedule, tasks.
Deliverables, major milestones, task depeodeocies, ood payment Schedule. Any such updates to the
Work Plan must be approved by the State, in writing, prior to fmal incorporation into Contract Exhibit
I: Work plan. The updated Contract Exhibit 1: Work Plan, as approved by the Stale, is incorporated
herein by reference.

Unless oihenvlse agreed in writing by the State, changes to the Contract Exhibit I: Work Plan shall
not relieve the Contractor from liability to the State for damages rcsuliiog from the Coniractor's failure
to perform its obligations under the Contract, iocluding, wiiboul limitation, performance in accordance
with tbe Schedule.

In the event of any delay in the Schedule, tbe Contractor must immediately notify the State in writing,
identifying tbe nature of the delay, i.e., specinc octions or inactions of the Contractor or the State
cousing the problem; its estimated duration period to reconcUiation; specific actions that need to be
token to correct the problem; and the expected Schedule impact on the Project.
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In the event additional time is required by the Coatnctor to correct Deficiencies, (he Schedule shall
not change unless previously agreed in writing by the State, except that the Schedule shall
automatically extend on o day-to-day basis to the extent that the delay does not result from the
Contractor's failure to fulfill its obligations under (he Contract. To the'extent that the State's execution
of its major tasks takes longer ihfto described in the Work Plan, (be Schedule shall automatically extend
on a day-to-day basis.

Nonviihstanding anything to the contrary, the State shall have the option to icrminaie the Contract for
default, at its discretion, if it is dissaiisCed with the Vendor's Work Plan or elements within (he Work'
Plan. .

9. CHANGE ORDERS

The State may make changes or revisions at any li^e by written Change Order. The State originated
changes or revisions shall be approved by (he Department of Lnfomtation Technology. Within five (5)
businus days of the Contractor's receipt of a Change Order, the Contractor shall advise the State, in
detail, of any impact on cost (e.g., increase or decrease), (be Schedule, or the Work Plan.'

The Contractor may request a change within the scope of the Contract by Nvriiten Change Order,
identifying any impact on cost, the iScbedule, or the Work Plan. The Stale shall attempt to respond to
the Contractor's requested Cbwgc Order within five (5) business days. Tbe State Agency, as well as
the Department of Information Technology, must approve all Change Orders in \yriting. Tbe State
shall be deemed to have rejected (be Cbange'Order if the parties arc unable to reach an agreemeot in
writing.

Ail Change Order requests from (he Contractor to tbe Slate, and tbe State acceptance of the
Contractor's estimate for a State requested change, will be acknowledged and responded to, either
acceptance or rejection, in \vriUDg. If accepted, (he Change Order(s) shall be subject to the Coniraci
amendment process, as determined to apply by (be State.

10. INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual property rights) in tbe Software,
and its associated E>ocumcotntioa, shall remain with the Contractor.

Upon successful completion and/or termiuation of the Implementation of the Project, the
Contracted Vendor shall oum and hold all, title, and rights in any Sofhvore modiflcaiions developed
in connection %vith performance of obligations under the Contract, or ntodificaiions to the
Contracted Vendor provided Sofhvorc, and their associated Docunientaiion iocludtng any and all

'  performance enhancing operailoaal plans and the Vendors! special uiilities. Tbe Cooiraaed
Vendor shall license back to (he Stale the right to produce, publish, or otherwise use such software,
source code, object code, modifications, reports, and Documentation developed under the Contract.
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Id do event shall the Vendor be precluded from developing for itself, or for others, materials that
arc competitive with, or similar to Custom Solhvnre, modifications developed in connection with
performance of obligations under the Conitaci. In addition, the Vendor shall be free to use its
general knowledge, skills, experience, nod any other ideas, concepts, know-how, and techniques
that are acquired or used in the course of its performance under this agreement.

10.2 STATE'S DATA AND PROPERTY

All rights, title and interest in State Data shall remain with the Stnie. All data and any property
which has been received from the State or purchased with funds provided for that purpose under
this Agreement, shall be the property of the State, and shall be retuined to the State upon demand
or upon termination of Utis Agreement for any reason. The Contractor shall not access Slate user
accounts or State data, except (I) in the course of data center operations, (2) in response to service
or technical issues, (3) as required by the express terms of this contract or (4) at the State's written
request.

lOJ CONTRACTOR'S MATERIALS

Subject to the provisions of this Contract, the Contractor may develop for itself, or .for others,
materials that are competitive with, or similar to, the Deliverables. In accordance with the
provision of this Contract, ̂ e Contractor shall not distribute any prodvKts containing or disclose
any State Cdofidential Information. The Contractor sball be free to use its general knowledge, skills
and e-xperience, and any ideas, concepts, know-how, and techniques that nre ncqiiired or used in
the course of its performance under tWs Contract, provided that such is not obtained as the result
of the delibcrale raeraorization of the Stale Confidential Information by the Contractor employees
or third party consultants engaged by the Contractor.

Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records not subject to public disclosure under New Hampshire RSA
Chapter 91-A, which includes but is not limited to the'following: records of ̂ nd juries and petit
juries; records of parole and pardon boards; persona! school records of pupils; records pertaining.
to internal personnel practices, financial information, test questions, scoring keys and other
examination data use to. administer a licensing examination, exan'iination for employment, or
academic examination and personnel, medical, welfare, library use, video tape sale or rental, and
other files coniaining personally idehlifiable infonnation that is private in nature.

10.4 STATE WEBSITE.COPYRIGHT

\V\V\V Copyt Igbt and Intellectual Piopetly Rights
All righl, ilUe and interest in'.lhe State WWW site <NH,GOV, ctc.>, including copyright to all Data
and inforuialioo, shall remain with the State. The Slate shall also retain nil right, title and interest
in any user interfaces and computer instructions embedded within the WWNV pages. All WWW
pages and any other Data or infonnation shall, where applicable, display the State's copyright.

Stials:
n/j
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10.5 CUSTOM SOFTWARE SOURCE CODE

In ifae event ibai tbe State purchases software development services, which results in Custom
Software, the Conlracior shall provide tbe State with a copy of tbe source code for the Custom
Software, which shall be. subject lo tlie License rights. The State shall receive a worldwide,-
perpetual, trrevocable, non-exclusive paid -up right and license to use, copy, modify and prepare
derivative works of any custom developed sofhvare. This section does not apply to the Contractor's
. proprietary sofhvare code.

10.6 SURVIVAL

This Contract Agreement Section 10: Jiiielleciual Properly shall survive the lennioaiioo of (he
Contract.

11 USE OF STATE'S INFORMATION, CONFBDENTiALrrY

n.l USE OF STATE'S INFORJWATION

hi performing its obligations under tbe Conirocl, the. Conhactor may gain access to
information of the State,'including State Coafideoiia] Infonnfltioo. "State Confidential
Informaiioo" shall include, but not be limited to, information exempted from, public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings fsee e.g. EISA Chapter 91 -A: 5 ExempHons). The Contractor shall noi use the State
Confidential Information developed or obtained during the performance of, or acquired, or
developed by reason of the Contract, except as directly connected to and necessary for the
Contractor's performance under the Contract.

J 1.2 STATE CONFIDENTIAL tNEORMATION .

Tbe Contractor shall maintain the coafidenlinlity of and protect from unauthorized use,
disclosure, publication, and reproduction (collectively "release"), all State Confidential
loformaUon that becomes available to (be Coniractof in connection with its performance
under the Contract, regardless of its form.

Subject to applicable federal or State laws and regulations, Confldenlinl Infonuaiioo shall
not include information which: (i) shall have othenvise become publicly available otlier than
as a result of disclosure by the receiving party in breach bereof; (ii) was disclosed to the
receiving party on a non-confidential basis &om a source other than tbe.disclosing party,
which tbe receiving parly believes is not prohibited from disclosing such infomuilicn as a
result of an obligation in favor of the disclosing party; (iii) Is developed by the receiving
party independently of, or was known by the receiving party prior to, any disclosure of such
information made by tbe disclosing party; or (iv) is disclosed with the written consent of (he
disclosmg party. A receiving pony also may disclose Confidential Infonnation to tlie extent
required by an order of a court of corupctent jurisdiction.

Any disclosure of Uie State Confidential Information shall require the prior written approval
of the State. Tbe Conliactor sluill immediately notify the Slate If any request, subpoena or
other legal process is served upon the Contractor regarding the State ConDdeoiial
Infonnation, and the Contractor shall cooperate with the State in any effon the State

IT Provisions-yPart
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uodejtakes to cootest the request, subpoena or other legal process, at no additional cost to the
Slate.'

In the event of the unauthorized release of State Confidential Information, the Contractor
shall immediately ooiify the State, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief.

11.3 CONTRACTOR CONFIDENTIAL INFORMAHON

Insofar as the Contractor seeks to maintain the confidentiality of its confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Not\vitbstanding the foregoing, the State
acknowledges that the Contractor considers the' Sofbvare and Documentation to be
Coiifidential Information. The Contractor acknowledges that the State is subject to State and
federal laws governing disclosure of information including, but not liniiied to, RSA Chapter
91-A. The Slate shall maintain the confidentiality of Utc identified Confidential Information
Insofar as it is consistent with applicable State and federal laws or regulations, including but
not limited to, RSA Chapter 91-A. In the event the Slate receives a request for the
information identified by the Contractor as confidential, the State shall notify the Contractor
and specify the dale the State will be releasing the requested informaiion. At the request of
the State, the Contractor shall cooperate and assist the State with the collection and review
of the Contractor's infomuuion, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the information shall be the Contractor's sole responsibility and at
the Contractor's sole expense. If the Contractor fails to obtain a coUrt order enjoining the
disclosure, the State shall release the mfomiaiion on the date specified in the State's notice
to the Contractor, without any liability to the Contractor.

11.4 SLTRNTVAL

This Contract Agreement Section II, Use of Suiie's hifonnailon. Cotfidenilolityi shhl\ ■
suA'ive termination or conclusion of the Contract.

12 LIMITATION OF LIABILITY

12.1 STATE

Subject to applicable lows and reflations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exempltuy' damages. Subject to
applicable laws and regulations, the State's liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement - P-37, General Provision, Block 1.8.

12.2 CONTRACTOR

Subject to applicable laws and regulations, in no event shall the Contractor be liable for any
consequential, special, indirect, incidental, punitive or exemplary damages and the
Contractor's liability io the Stale shall not exceed two limes (2X) the total Conuact price set
forth in Contract Agreement - P.37, General Provisions, Block 1.8.

I
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Noiwilbslaodtng the forcgoio'g, this iimilation of liability shall not apply to the Contractor's
indemniOcation obligations set forth in the Contract Agreement-Geoernl Provisions Section
13: Iitdeniiilficatlon and cooftdeotiality obiigaiioos in Contract AgreemeQt-P-37, General
Provisions Section 11: Use of State's Iiifonuaiio'n, Confidentiality, which shall be unlimited.

12.3 STATE'S IMMUNITY

Notsyithstanding the foregoing, nothing herein contained shall be deemed to constitute o
waiver of the sovereign immuoity of the Slate, tvhich uiununity is hereby reserved to the
State. This covenant shaU survive lenninatioo or Contract conclusion.

12.4 SURVIVAL

This Section 12: Lhnitation of Liability shall survive termination or Contract conclusion.

13 TERMINATION

^This Section 13 shall survive the lenninniion or.Contract Conclusion. '

13.1 TERMINATION FOR DEFAULT

Any one or more of (he following acts or omissions of the Contractor shall coosiihite an event of
default hereunder ("Event of Default")

a. Failure to perform the Services satisfactorily or on schedule;
b. Failure to submit any report required; and/or
c. Failure to perform any other covenant, term or condition of the Contract

U.1.1 Upon the occurrence of any Event of Default, the State may take any one or more, or all,
of the following actions:

a. Unless othenvise provided in the Contract,, the State shall provide the Contractor-
wriiieo notice of default and require it to be remedied within, in the absence of a
greater or lesser specification of time, witliin thirty (30) days from the dale of notice,
unless othenvise indicated within by the State ("Cure Period"). If the Contractor
fails to cure the default within tlic Cure Period, the State may terminate the Contract
effective two (2) days after giving the Contractor notice of tcmiination, at its sole
discretion, treat (lie Cooiraci as breached atid pursue its remedies at law or in equity
or both.

b. Give (he Contractor a written notice specifying the Event of Dcfnult and suspending
all payments to be made under the Contract and ordering that the portion of the
Contract price which would othenvise accrue to the Contractor during the period
from the date of such 'notice until such time as the Slate determines that the
Contractor has cured the Event of Default shall never be paid to (he Contractor.

2019-033 rrProvisions|^art2 Page23of33
Conimctor Inirials-

Date: ^



DocuSign Envelope ID: 1DF38BBD-EA4C-4F55-B086-4B4B5C82620C

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

c. Set off against any other obligatioas the State may owe to the Vendor any damages
(be State suffers by reason of any Event of Default;

d. Treat (be Contract as breached and pursue any of its remedies at law or in equity, or
both.

e. Procure Services that arc the subject of. the Cooiroct from oDOtber source ood the
Cootractor shall be tiable for reimbursing the Suuc for the replacenteoi Services,
and oU odminJstmllve costs directly related to the replacement of the Cootnict and"^
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable'fees, charge or penalties, and sialTtime costs; oil
of which shall be subject to the limitations of liability set forth in the Contract.

13.1.2 The Vendor shall provide (be State with written notice of default, and the State shall cure
the default within thirty (3*0) doys.

13.2 TERMINATION FOR CONVENIENCE

13.2.1 The State may, at its sole discretion, terminate the Contract for convenience, in whole or
in part, by thirty (30) days written notice to the Contractor. In Ihe event of a (ermioation
for convenience, the Siote shall pay the Contractor (he agreed upon price, if sepoxntely
stated b this Contract, for Deliverables for which Acceptonce has been given by the
State. Amounts for Services or Deliverables provided prior to the dote of lenninatioo for
which no separate price is stated under the Contract shall be paid, In whole or in pan,
generally in accordance .with Coniroct Exhibit B, Price end Peyvietit Schedule, of the
Contract.

13.2.2 During the thirty (30) day period, the Contractor sboJl wind down and cease Services as
quickly and efTiciently as reasonably possible, without perfonsiog unnecessary Services
or ociivities and by minimizing negative effects on the Stote from such winding down
and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST

13.3.1 The State may terminate the Contract by >vriuen notice if it determines that a cooflici
of interest exists, including but not limited to, a violation by any of the panics hereto
of applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracts.

In such case, the State shall be eniiiled to a pro-raied refund of any current
development, suppori, aod maintenance costs. The Stale shall pay all other contracted
payments that would have become due aod payable if (he Contractor did not know, or
reasonably did not know, of the conflict of interest.
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.  13J.2 lo the event the Contrnci is lermiiiated as provided above pursuant Ip a violation by
the Contractor, the State shall be eoiilJed to pursue the same remedies against the
Contractor as it could pursue in the event ofa default of the Contract by the Contractor.

13.4 TERMINATION PROCEDURE

13.4.1 Upon termination of the Contract, the State, in addition to any other rights provided in
the Contract, may require the Conunctor to deliver to the Slate any property, including
without Umiiaiipn, Sofhvarc and Written Dclivcrobrcs, for such jjart of the Contract as
has been terminated.

13.4.2 After receipt of a notice of tenninaiion, and except as othenvisie directed by the State, the
Contractor shall:

a. The Stale shall be entitled to any post-termination assistance gencmlly made ovoiJable
with respect to the services, unless a unique data retrieval arrangemcot has been

' established as part of ilie SLA.

b. Stop work under tbe Contract on (he dale, and to the extent specified, in the notice;

c. Promptly, but in no event longer than thirty (30) days after tennioation, (ermioote its
orders and subcontracts related to the work which has been terminated and settle all
outstanding liabilities and all claims arising out of such lerminaiioo of orders and
subcontracts, with the approval or ratification of the State to the extent required, %vhich
approval or ratification shall be fina) for tbe purpose of iliis Section;

d. Take such action as the State directs, or as necessary to preserve nnd protect the
property related to tbe Contract which is in tbe possession of the Contractor and in
which (he Stale bas.aa iaterest;

c.. During any period of service suspension, the Contractor shall not take any action lo
intentiooaLiy erase any State data.

1. In the event ofienninatlonofany services or agreement in entirety, the Contractor
shall not take any action to inteotionaliy erase any State data for a period of;

•  iO days after the efTeciive date of termination, if the termination is in
accordance with the contract period

30 days after the effective date of teroiinniion, if the termination is for
convcaiencc

•  60 days after tbe effective date of termination, if the termination is for cause
After such period, the Contractor shall have no obligniion to maiatain or provide
any Stnie.data and shall (hereafter, unless legally prohibited, delete all Slate data
in its systems or otherwise in its possession or under its control.
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I

f. Transfer title to, the State and deliver in the manner, at the times, and to the extent
directed by the State, any property which is required to be furnished to the State and
which has been accepted or requested by the State; and

g. The Contractor shall implement an orderly return of State data in a CSV or another
mutually agreeable format at a time agreed to by the parties and the subsequent secure
disposal of State data;

b. Tbe Contractor stfall securely dispose of all requested data in all of its forms, such as
disk, CO/ DVO, backup tape and paper, wben requested by the State. Data shall be
pennanenlly deleted and shall not be recoverable, according to National Institute of
Standards and Technology (NIST)-epprovcd methods. Certifrcates of deslniciion shall
be provided to the State.

i. Provide written CertiCcaiion to the State that the Contractor has surrendered to the
State all said property.

14 CHANGE OF OWNERSHIP

In the event that tbe Contractor should change ownership for any reason whatsoever, the Slate shall
have the option of continuing under tbe Goniruct with the Contractor, its successors or assigns for the
fiili rcnuuning.ierm of the Contract; continuing under the Contract with the Contractor, its successors
or assigns for such period of time as detennined necessary by the State; or immediately terminate tbe

-  Contract without liability to the Contractor, its successors or assigns.

15 ASSIGNMENT, DELEGATION AND SUBCONTRACTS.
15.1 The Contractor shall not assign, delegate, subcontract, or otJienvise transfer any of its interest,
rights, or duties.under the Contract without the prior written consent of the State. Such consent shall
not be unreasonably withheld. Any a'ltempled transfer, assigiunent, delegation, or other transfer imde
without .the State's prior written consent shall be null and void, and may consliaite an event of default
at (he sole discretion of the State.

15.2 The Contractor shall remain wholly responsible for performance of the entire Contract even if
•  assignees, delegate?. Subcontractors, or other transferees ("Assigns") are used, unless otherwise agreed

to in writing by the State, and the Assigns fully assumes in writing any and all obligations and liabilities
under the. Contract from the Effective Date. In the absence of a written assumption of full obligations
and liabilities of the Contract, any permitted assignment, delegation, subcontract, or other transfer shall
neither relieve the Contractor of any of its obligations under the Contract nor affect any remedies
available to tbe Stale against the Contractor tljat may arise from any event of default of the provisions
of the contract. The State shall consider the Contractor to be tlie sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from tbe Contract.

\

15.3 Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning the
Contract to the successor of all or substantially all of the assets or business of the Contractor provided
that the successor fully assumes in writing all obligations and responsibilities under tbe Contract, b the
event that the Contractor should change o\VDcrship, as penuiited .under Section 15: Cliniige of
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OnTtership, ibe State shaU have the option to continue under the Coniract with the Contmctor, its
successors or assigos for the full remaining term of the Ctont/act; continue under the Contract with the
Contractor, iis'successors or assigos for such period of time as determined necessary by the State; or
immediately terminating the Contract without liability to the Contmctor, its successors or assigns.

DISPUTE RESOLUTION

Prior to the filing of any fonnal proceedings with respect to a dispute (other than an action seeking
iojunctive relief with respect to LnieUecruaJ property rights or Coondeatial Information), the party
believing itself aggrieved (the "Invoking Party") shall call for progressive management involvement in
the dispute negotiation by written notice to the other party. Such notice shall be without prejudice to
the Invoking Party's right to any other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient times and places, benveeo negotiators for the parties at the following
successive management levels, each of wliich shall have a period of allotted time as specified below in
which to attempt to resolve the dispute:

Dispute Resolutioa Responsibility attd Schedule Table

^LEVEL.'-v' rSTATE; -:" [CUMULATIVE
U'LLOTTF.D' :

JoeTtnson

Project Manager
Sean Hollingworih
State Project
Manager fPM)

5 Business Days

Jose Munoz

IT Project Manager
Lori Sbibinette

CEO New

Hompsbire Hospital

10 Business Days

fSecpuIrt/}^ At LaRose

Chief

Executive Officer

Kerrin A. Rounds

Acting
Commissioner

IS Business Days

The ollotied lime for Ibe first level Degoiintions shall begin on the dale the Invoking Party's notice is
received by the other party. Subsequent hlloited lime is days from the dote that the original Invoking
Party's notice is received by the oilter party..

17 SAAS GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE

In coosidereiion for receiving access to and use of the computer facilities, network licensed
or developed software, software mainiaioed or operated by any of the State entities, systems,
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equipmenc, Documeoiaiioo, infonnAlioD, reports, or dnia of any kind (bereioaOer
"lafonnatjoo"). ibe Coatractor understands and agrees to tbe following rules;
' a. Every Authorized User has tlie responsibility to assure tbe proiectioQ of informalioD from

unauthorized access, misuse, ihef), datnage, destruction, modification, or disclosure.

b. That information shall be used solely for conducting official State.business, and all other
use or access is strictly forbidden iocludtng, but not Limited to, persona), or other private
and noo-State use and that at no time shnll the Contmctor access or attempt to access any

information without having the express authority to do so.

c. That at no time shall the Contracior access or anempt to access any information in a
manner inconsistent with the opproved policies, proc^ures, and /or a^eements relating
to system cntry/iiccess.

d. That all software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, rnodified, reverse engineered, rented, or sold, and that at
ali limes the ContiBCtor must use utmost care to protect and keep such so^t^vare strictly
confidential in accordance with the license or any other Agreement executed by tbe State.
Only equipment or software owned, licensed, or being evaluated by the State, can be used
by the Contractor. Personal soRware (including but not limited to palmtop sync software)
shall not be installed on any equipment.

c. That if the Contractor is found to be in violation of any of the above-stated rules, the User
may face removal from tbe State Contract, and/or criminal or civil prosecution, if ilie act
constitutes a violation of law.

17.2 EMAIL USE

Email and other electronic communication messaging systems are State of New Hampshire
property and arc to be used for business purposes'only. Email is defmed as "internal Email
systems" or "State-funded Emnirsystems." The Contractor understuds and agrees that use
of email shall follow State standard policy (available upon request).

17.3 I>nrERNET/INTRANET USE
The Inieraet/Iniranet Is to be used for access to and distribution of information in direct support
of the business of the State of New Hampshire according to State standard policy (available
upon request).

. 17.4REGULATORy GOVERNMENT APPROVALS
The ContfBClor shall obtain all necessary and opplicable regulatory or other governmental
approvals necessary to perfonn its obligations under the Contract. '

C

17.5 INSURANCE CERTIFICATE
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The insurance CerUCcate should note the CertiGcaie Holder in (he lower left band block including
Slate of New Hampshire, Dcpariiiieni Name, name of the individual responsible for the funding
of the contracts and his/her address.

17.6 EXHIBITS

The Exhibits referred to, in and attached-to the Contract we incorporated by reference as if
fiiUy included in the text.

I?!? VENUE AND JURISDICTION
Any action on the Contract may only be brought in the State of New Hampshire, Merrimack
County Superior Court.

17.8 SURVIVAL

Tbe (ems, conditions and warranties contained in the Contract that by their coDic.xt ore
intended to survive the corapletion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, tbe terms of tbe Exlubit D Sectiort 3:
Records Retention and Access Requircmenis, Exhibit D Section 6: Accounting Requirements,
and Form P-37, General Provisions-Section 9; Data/Access/Confideniialiiy/Preservaiion, and
Fona P-37, General Provisions- Section' 10: Termination which shall all survive the ,
temiinaiion of the Contract. ,

17.9 FORCE MAJEURE

Neither tbe Contractor nor the State shall be responsible for delays or failures in performance
resulting bom events beyond the control of such party and without fault or negligence of such
party. Such events shall include, but not be limited to, acts of God, strikes, lock outs, riots,
and acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather.

Except in the event of the foregoing, Force Majcure events shall not Include the Contractor's
Inability to hire or provide persoancl needed for the Conirocior's performance under the
Contract.

17.10 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly delivered or
given at Ute time of mailing by certified mail, postage prepaid, in a United States Post Office
addressed to the parties at tbe following addresses.

TO THE CONTRACTOR: TO STATE:
ENDURID.INC. STATE OF. NEW HAMPSHIRE
8 MERRILL. DRIVE, UNIT 4 DEPARTMENT OF HEALTH AND

HUMAN SERVICES

HAMPTON, NH 03842 ' 129 PLEASANT ST.
TEL: 603-758-1488 CONCORD, NH, 03301

•  E.MAIL: ALAROSE@ENDURID.COM TEL: (603) 271-9000
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17.11 DATA PROTECTION

Proiectioo of persooai privacy end data shall be an integrai part of the business activities of
the Contractor to ensure (here is no inappropriate or unauthorized use of Stale information at
any time. To this end, the Contractor shall safeguard the conftdentiality, integrity and
availability of State information and comply with the following coodiiions:

a. The Contractor sbntl implement and maintain appropriate administrative, technical and
- ofgamzationaJ security measures to safeguard against unauthorized access, disclosure or
ibeA of personal data and non-public daia. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the Contractor
applies to its onvd personal data and non-public data of similar kind.

b. All data obtained by the Contractor in the perfomiance of this contract and all personal
data shall be encrypted at rest and in transit with controlled access. Unless otbenvise '
stipulated, the Contractor is responsible for encryption of the personal data.

c. Unless othersvise stipulated, the Contractor shall encrypt all non-public data at rest and
. in transit. The Stale shall identify data it deems as non-public data to ibc Contractor. Tbe
level of protection and encryption for all ooo-public data sball be ideoiified and made o
part of this conu^ct.

d. At DO lime sball any data or processes — that either belong to or ore intended for the'
use of the State or its oHicers, agents or employees — be copied, disclosed or retained by
llic Contractor or any party related to the Contractor for subsequent use in any transaction
that does not include the State.

e. Tbe Contractor shall not use any information collected in connection with the service
issued from Ibis proposal for any purpose other than fulfilling the service.

17.12. DATA LOCATION

The Contractor shall provide its Sers'ices to tbe Slate and its end users solely from data centers
within lite Continental United Slates. All storage, processing and transmission of State data
shall be restricted to information technology systems within the Continental United
States. Tbe Contractor shall not allow its personnel or sub-contractors to store State data on
portable devices, including personal computers, except as specified and allowed by the
contract, and then only on devices that are used and kept at its data centers within the
Continental United States. Tbe Contractor shall permit its personnel and Contractors to access
State data remotely only to provide technical support and as specified or required by the-
contract:

17.13. SECURITY INCrDENT OR DATA BREACH NOTIFICATION
The Contractor shall inform the State of any security incident or data breach in accordance
withNHRSA359.C..
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e. Incldeoi Response: the Contractor may need to communicate with outside panics
regarding a security iocident, which may include contacting law enforceracnt, fielding
media inquiries and seeking external expertise as mutually agreed upon, defined by law or
contained in the contract. Discussing security incidents with the State should be handled
on an urgent as-needed basis, as pan of the Contractor communication and mitigation
processes as mutually agreed upon, defined by law or contained in the contract.

b. Security locldeni Reporting Requirements: the Coniractdr shall report a security
incident to the appropriate Stale identified contact immediately as defined in the SLA.

c." Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed
data breach that affects the security of any State content that is subject to applicable data
breach notificnlion law, the Contractor shall (1) prompdy notify the appropriate State
identified contact within 24 hours or sooner, unless shorter time is required by appliMble
law, and (2) lake commercially reasonable measures to address the data breach in n timely
manner.

17.14. BREACH RESPONSIBCLITrES

This section only applies when a data breach occurs with resect to personal data within the
possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
Stale identified contact by telephone in accordance with the agreed upon security plan or
security procedures if it reasonably believes there has been a security incident.

•b. The Contractor, unless stipulated otherwise, shall promplly notify the npproprinie State
identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it confirnrs that there is, or reasonably believes that there has been a
data breach, the Conlractor shall (1) cooperate with the State as reasonably requested by
the State to invesUgate and resolve the data breach, (2) promptly implement necessary
remedial measures, if necessary, and (3) docuroeol responsive actions taken related to ihe
data breach, including any post-incident review of events and actions taken to make
changes in business practices in providing the services, if necessary.

c. Unless bihcr\vise stipulated, ifa data breach Is a direct result of the Contractor's breach
of its contract obligation to encrypt personal data or othcnvise prevent its release, the
Contractor shall bear tlie costs associated with:

(1) the invesUgnlion and resolution of Ihe data breach;
(2) hoiificaiions to individuals, regulators or others required by State law;
(3) a credit monitoring service required by State (or federal) law;
(4) a website or a loU-frce number and call center for affected individuals required
by State lawNH RSA 359-C:19-C:20. all not loc-xceed the overage per record per
person cost calculated for Data Breaches in Ihe United States (currently $ 148 per
record/person) in the most recent "Cost of n Data Breach Study; Global Overview"
published by the Ponemon Institute at the lime of the Data Breach; and
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(5) complete all corrective acdons as reasonably determined by Ibe Cooiractor based
on root cause; all ((I) ihrougb (5)] subject to this Conuact's limitatioQ of liability.

17.15. NOTIFICATION OF LEGAL REQLfESTS •

Tbc Contractor sUall contiicl the State upon receipt of any electronic discovery, liUgatioo holds,
discovery searches and expert'testimonies related to the State's data under this contract, or
which in any \vay might reasonably require access to the data of the State. The Contractor shall
not respond to subpoenas, service of process and other legal requests related to the State
without Tifst DoUfying the State, unless prohibitcd.by law from providing such notice.

17.16. ACCESS TO SECURITY LOGS AND REPORTS

The CoDlmclor shall provide reports to the State in a formal as agreed to by both the Contractor
and the Slate. Reports shall include latency statistics, user access, user access IP address, user
access history and security logs for all State files related to this contract.

17.17. CONTRACT AUDIT

The Contractor shall allow the Slate to audit conformance to the contract terms. The State may
perform this audit or contract with a third party at its discretion and el the State's expense.

17.18. DATA CENTER AUDIT

The Contractor shall perform on independent audit of its data centers at least annually at its
expense, and provide a redacted version of the audit report upon request. The Contractor may
remove its proprietary informaiion from the redacted version. A Service Organization Control
(SOC) 2 audit report or approved equivalent sets the minimum level of a third-party audit.

17.19. ADVANCE NOTICE

Thc Gonlracior shall give advance notice (to be detemiined at the contract time and included
in the SLA) to the State of any upgrades (e.g., major upgrades, minor upgrades, system
changes) Ibnt may impact service availability and performance. A major upgrade is a
replacement of hardware,software or firmware with a newer or better version in order to bring
the system up to date or to improve its characteristics. It usually includes a new version
number.

17.20. SECURITY .

The Contractor shall disclose its non-proprietary security processes and technical limitations
to the State such that adequate protection and flexibility can be attained berween tbc State and
the Contractor. For example: virus checking and port SQiffing — the State and the Contractor
shall understand each other's roles and responsibilities.

17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES
the Contractor shall enforce separation of job duties, require commercially reawnable non-

• disclo^re agreements, and limit staff knowledge of State data to that which is absolutely
necessary to pcrform'job duties.
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17.22. IMPORT AND EXPORT OF DATA

Tbe Slate sbaU have tbe ability to import or export data is piecemeal or la entirety at its
discretioo wiiboui ioierfereace from tbe CoDimcior. Tbis iocludes tbe ability for tbe State to
import or export data lo/froin other service providers.

17.23. RESPONSIBILmES AND UPTIME GUARANTEE
Tlie CoQiractor shall be respoosible for tbe acquisitioo aod operation of all haixlware, sofhvare
amd oetwork support related to tbe services being provided. Tbe technical and professiooai
activities requi^ for estabiisblng', mana^og and maiolainiog tbe CQviroomeois etre the
responsibiiiiies of tbe Contractor. Tbe system sbolJ be available 24/7/36S (with agreed-upoo
maintenance downtime), and provide service to customers as defmcd in tbe SLA.

17.24. RIGHT TO REMOVE INDIVIDUALS

-Tbe Stale shall have (be right at any lirse to require (bat (be Contractor remove from ioteraciioo
with State any tbe Contractor representative who the State believes is detrimental to its working
relationship'wiib tbe Contractor. Tbe State sbnJt provide the Contractor witb notice of its
determibatioQ, aod tbe reasons it requests tbe removal. If the State signifies that a pptential security
violation exists witb respect to tbe request, the Contractor sbalJ immediately retnove such

' individual. Tbe Contractor shall not assign the person to any aspect of (be contract or future work
orders without (be State's consent.

IT Provisions -ffin
•r Initials:. M I
^riW>p

2019-033 IT Provisions y^^rt 2 Page 33 of 33
Contractor!

Date:'



OocuSign Envelope ID; 1DF38BBD-EA4C^F55-B086-4B4B5C82620C

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033

PART 3 - EXHIBIT A

. SCOPE OF SERVICES AND CONTRACT DELIVERABLES

Scope ofSei'vlces

1. ProvlsloDS Applicable to All Services

E.I. Tbe Cootmctor sgrees thai, to the extent future legislative action by the New Hampshire General ̂
Couh'or federal or slate court orders may have an impact on the Services described herein, (be Slate

■ Agency has the rigbt to modify Service priorities and expenditure requirements under (his
Agreement to as to achieve compljooce iherewiih.

1.2. Tbe Contractor shall provide and install a nimkey solution for patient identiGcation at New
Hampshire Hospital, bereinafier to be called "tbe project", and have it in a fully functional state no
later tbon sixty (60) days after the contract effective date.

2. Scope of Services

2.1. Tbe Contractor shall conduct a project kick-off meeting, with personnel at New Hampshire Hospital
to be designated by (be Department, no less than thirty (30) days from the contract effective date, -
tvbich includes, but is not limited to: v . .

2.1.1. A review of the overall project timeline, to be approved by tbe Department that includes, but
'i is not limited to:

2.1.1.1. A schedule of weekly meetings and/or conference calls.

2.1.1.2. A prixess for delivery of progress reports.

2.1.1.3. A preliminary installation and traialng schedule, which niusi include, but is not
limited to:

2.1.1.4. Astartdate.

2.1.1.5. A completion date.

2.1.1.6.' Training dates and times.

2.1.1.7. Identification of workstation, and server, and network requireineols forlDMX
sofhvare.

2.1.2. A site surN'ey and wireless oetwoiic assessment, which includes, but is not limited to,
recommendations and price quotations for additional wireless hardsvorc, if required to
support the project installation. ' -

2.1.3. Analysis of bard\^^e and scr%'cr and network requirements for the project.

2.1.4. .A review of the IDMX/Nctsmart/Avatar integration process.

2.1.5. Development of a custom,wristband templnte based on the requirements set by tbe
Department.

2.3. Tbe Contractor shall provide vendor part number SM-l-LA patient ideotiflcation (ID) wristbands
that can be customlz^ to specificaiions as required by the Department, including, but not limited to;

Pate: ^0Slate ofNH Contract 2019-033
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2.2.1. Patient demographic data.

2.2.2. Color-coded medical alerts.

2.2.3. Color-coded risk alerts.

2.3. The Contractor shall provide IDMX wristband production sofhvnre that is compatible with the
Dcpartmeofs current Netsroari/Avatar system, Including, bin not limited to;

2.3.1. A software license that is valid for no less than two and one-half (2-1/2) years.

2.3.2. Connection to the Department's existing Netsmart/Avatar medical records software via HL7
interfacing.

2.3.3. Testing of the software configuration.

2.3.4. Training each staff member to use the system, os required by the Department, which includes
but is not limited to:

2.3.4.1. Secur-Trac training for handheld users, to consist of no less than one (1) class of
sixty (60) to ninety (90) minutes for each work shift, which includes, but is not
limited to:

■  2.3.4.1. J. Instruction on functions of handheld devices.

2.3.4.1.2. Test scanning activities.

2.3.4.1.3. A hard copy of the handheld device User Guide.

2.3.4.2. Secur-Trac Software training for sofhvare administrators, to consist of one (1)
class of (60) to ninety (90) riiinutcs.

2.3.4.3. IDMX training on the wristband production software and wristband,and clasp
application for all users, to consist of no less ibflD one (1) class of thirty (30) to
forty five (45) minutes for each work shift. .

2.3.5. Support services by telephone on weekdays from 8:00 am to 5:00 pra.

2.3.6. Emergency support services 24 Lours per day, seven days per week.

2.3.7. Testing of support services.

2.4. The Contractor shall provide and lostali the Eodur ID Secur-Trac sofhvare at the direction of the
Department.

2.5. The Contractor shall provide no less than twelve (12) Portable Ruggedized mobile computers,
hereinafter to be called "handheld scanning devices", which must have the ability to communicate
with Endur ID Secur-Trac software, and exchange and upload data.

2.6. Each handheld scanning device provided by the Contractor shall include features and functionality,
. as required by the Depanmenl, which include, but ore not lintiied to :

Slate of NH Contract 2019^33 ^ Date:,
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2.6.1. IP64roii0g.

2.6.2. User log in requiremenis, which must include, but is not limited to:
2.6.2.1. IntegTBiioa with Avatar credentials, or:

2.6.2.2. State of New Hampshire AD single sign-on.

2.6.3. Capability to generate reports in multiple file formats, including, but not linuted to:
2.6.3.1. PDF.

2.6.3.2. Excel.

2.6.3.3. HTML. .

2.6.3.4. XML.

2.6.4. A method that allows for rcplacerocni or repair of scanner tools supplied through this contract
within 24 hours of notice to the Cooiractor.

2.7. The Cooiractor shall install the IDMX soflware and have it in a fuUy functioMl state no Inter than
sixty (60) days after the conmtct effective date which includes, but is not limited to:
2.7.1. On site installation of IDMX tvristband production software at New HMpshire Hospital, or

Stale of New Hiunpshife Data Center, to be determined by the Department.

2.7.2. Integrating patient identification software with existing Nctsmart/Avatar medical records
software via HL7 interfacing.

2.7.3. Testing of configuration of HL7 interfacing portion of the project.

2.7.4. Trainingstafftpusetbesysiem.

2.7.5. Testing of support services.

2.7.6. InsiallaUon of IDMX license at a workstation to be designated by the Dcpa/tmeni.

•2.7.7. Instalialion of color printer, provided by the Department, at a location to be determined by
•  the Department.

2.7.8. Testing of printer by priniing sample wristbands.

2.7.9. Creating system users and setting system privileges for each user as directed by the
Depajtmeni.

2.7.10. Vendor port number SM-1 -LA and consuDUibie items that can produce no less than one
thousand two hundred (1,200) individual patient identification bracelets.

2.8. The CoDirnctor shall install the Secxir-Trac software and have it in a fully functional state no later
-than sixty (60) days after the contract effective date, which includes, but is not limited to:

State of NH Cooimci 2019-033

Exhibit A - Contract Delivxrabla - Pn/i 3 Coot/actor
i  '
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

patent identeication bracelets and software system
SAAS CONTRACT 2019^33

, PART 3 - EXHIBIT A

•  SCOPE OF services AND CONTRACT DELIVERABLES

2.8.1. CustomizalioQ of Secure-Troc hardware to meet ibe needs of the DeparUDCQt, 10 be
determined by ibe.Dcpartment.

2.8.2. Integration Nviib IDMX hardware.

2.8.3'. Testing for accuracy of data sharing with IDMX software and band-beld devices.
2.8.4. User set-up for Secur-Trac and handheld devices.

2.8.5. Testing of handheld devices at locations throughout New Hampshire Hospital, as determined
by the Department.

2.8.6. Testing of reporting capability, including generating a lest report that includes, but is not
limited to:

2.8.6.1. Patient ID.

2.8.6.2. Location:

2.8.6.3. Date.

2.8.6.4. Time.

2.8.6.5. Attending employee.

2.8.7. Fioalizaiion of user training schedule and roll-out date, to be approved by the Department.

2.9. The Contractor shall provide a method to allow for replacement or repair of any scanner tool at any
time, twenty-four (24) hours per day.

3: PciforniaDce Measures

3.1. The Contractor shall respond to 100% of requests for service no later than one (1) hour after
receiving the service request.

4. Deliverables

4.1. The Contractor shall provide:

4.1.1. An initial supply of materials lo make no less iban one thousand nvo hundred (1,200)
wristbands, to include:

4.1.1.1. Wrislband material.

4.1.1.2. Secur-Lok clasps.

4.1.2. A user Guide forlDMX sol^varc and bracelet assembly.

4.1.3. A User Guide for Sccur-Loksofhvare.

4.1.4. A User Guide for handheld devices.

General Project Assumptions

State ofNH Contract 2019-033 /I ; Dale:
Exhibit A - Coairacl Deliverables - Part 3 Cootracior'i Initials:
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STATE OF KEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATQ6NT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2PI9-OB

PART 3 - EXHIBIT A

SCOPE OF SERVICES AND CONTRACT DELIVERABLES

5.'|. The Coniractor will provide project trackingtoolsand templates to record and manage Issues, Risks.
Change Requcsls, Requirements, and other documents used in the management and tracking of the
project. The State of New Hampshire and the Contractor's Project^Managers will review these tooKs
and icmplaies and determine which ones svill be used for the project. Training on these tools and
templates will be conducted at the start of each phase in which they will be used.

5 J. Prior to the commencement of work on Noh-Sofiwarc and Written Deliverables, the Contractor shall
provide to the Slate a template, table of contents, or agenda for Review and prior approval by the
Slate.

5.3. ■ The Goninictor shall ensure that appropriate levels of security arc implemented tuid maintaiwd in
order to protect the integrity and reliability of thc-Siate's Information Technology resources,
information, and services. The Contractor shall provide the State resources, information, and
Services on oii ongoing basis, with the appropriate infrastructure and security.controls to ensure
business continuity and to safeguard the confidentiality and integrity of State networks, Systems and
Data.

5.4. The Deliverables arc set forth in the Schedule described below in Chart 5.5 By unconditionally
.  accepting a Deliverable, the State reserves the right to reject any and all Dclivcrdblcs in the event the

State detects any deficiency in the System, in whole or in part, through completion of all Acceptance
Testing, including but not limited to, Softwarc/Sysicrn Acceptance Testing, and any cxtcnsion.s .•
(hereof. . . .

5.5. Priciiig for Deliverables set forth in Exhibit B: Price ami Poymeni Schedule. Pricirig will be
effective for thcTcrm of this Contract, and any extensions thereof.

Chart 5.5'

•  1

Activity. Deliverable, or Milestone
i)cli.vcrablc

Fypc'

Projected
Delivery Date

*

pi ANNrN^AKrn PRniFrr MANAGEMENT

1  . Conduct Project KickolT Medina Non-Software ADriI9.2020

2 Projcct'Status Reports Written Weekly

3  .
Work Plan Written April 16. 2020

4

Infrastructure Plan, including Desktop
and Network Configuration
Requirements

Written

April 16.2020

5 Security Plan
Written April 16.2020

Sutc ofNH Conirjct 2019-033

^hibit A - Contmct Deliverables - Pan 3 Contractor's Initials:.
-f

Date;
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STATE QF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTrBCATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033

PART 3 - EXHIBIT A

SCOPE OF SERVICES AND CONTRACT DELIVERABLES

6 Vrislband Template A'riitcn \pril 16,2020

7 Software ConfiRuration Plan . iVritich May 1. 2020

8
Sysicms Interface Plan ^ ,
ind DesiRn/Capabilicy tVriticn, May 1.2020

9 resiinfl Plan Written May 1,2020

10
Comprehensive Training Plan
ind Curriculum Written May 1.2020

n F.nd User Support Plan Written April 28.2020

12
Documcntaiion of
DnrrnjiOnal Procedures Written ADril28.2020

LNST'AtlUA'I^K
13 Provide Software Licenses if needed Written April 28.2020

14
Provide Fully Tested Data Conversion
Software Software , April 28.2020

15

Provide Software Installed. Configured,
and Opcralipnal to Satisfy State
Rrnnin»ment« Software Aoril28.2020 "

16 Conduct InteRration Testing ■ Noh-Sofiware Aoril 30.2020

17 Conduct User Acceptance Testing Non-Software Aoril 30. 2020

18 Perform Production Tests Non-So^ware Aoril 30.2020

19
Test In-Bound and

Out-Bound interfaces ■ Software April 30.2020

20.
Condiifit System Performance
fLoad/Siress') Jesting Non-Software Aoril 30.2020 .

21
Ccrtincation of 3*^ Party Pen Testing and
Anniirniion Vnlnrrabilitv Scanning. Non-Software lAoril 30.2020

S¥5Ti§M'DE

22
Conycricd Data Loadcd.mto Production
Environment Software April 30.2020

]

23

Provide schedule, capacity, and method.
for'Backup and Recovery of all . .
Applications and Data Software April 30.2020

Swic of NK Coniract 2019-033

Exhibii A - Coniract Dclivcroblts - Part 3 . Coniracior's Initials
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT JDEI^mCATTON BRACELETS AND SOFTWARE SYSTEM

.  SAAS CONTRACT 2019-033

PART 3-EXHIBIT A

SCOPE OF SERVICES AND CONTRACT DELIVERABLES

24 Cdnduci Training • . Non-Software April 30. 2020

25 Cuiovcr to New Software Non-Software May 6,2020

25 Provide Documentation Written May 6. 2020

26 Execute Security Plan . Non-Software May 6.2020

27 . . Ongoing Hosting Support Non-Software Ongoing

28 Ongoing Support & Maintenance Software Ongoing

29 Conduct Project Exit Meeting Non-Software May 6.2020

Stale of NH Coniraci 2019-033

Exlubii A - Contract Deliverables-Part 3 Conirncior'$ Initials: (
Date:
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUKIAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

S AAS CONTRACT 2019-033

PART 3 - EXHmrr a

PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.1 Not to Exceed

This is a Noi to Exceed (NTE) Cootraci for the period between the Effective Date through June 30, 2021.
The Contractor shall be responsible for performing its obligations in accordance with the Contract. This
Contract will allow the Contractor to invoice the State for the following, activities, Deliverables, or
mil^tones appearing in the price and payment tables below:

Activity, Deliverable, or MUestooe
Projected

Dellveiy Date
Price ■

1 Provide IDMX Software License S9,700

2 Provide Secur-Trac Software License
S

S4.890

3

Provide IDMX Software Installed, Configured, and
Operational to Satisfy State Requirements S8,919

4

Provide Secur-Trac Software InstaUed, Configured,
ind Gperational to Satisfy State Requirements S11,852

4 Hand Held Scanner Licenses (12) SI,224-

1-. • ~ h-.-.

6

Provide Tools for Backup and Recovery of all
Applications and Data ^

7 Conduct Training S7,350

8 Handheld Scanners (12) 514,451

9 Ongoing Support and Mainteoancc- S6,]78

10 Supplies V . S2,960

TOTAL 567,524

1.2 SAAS Set-vices PriclDg Wofkshcct
Pricing must reflect the payment of raainlcoance tlirough the Contract end date. Price cstitnatc should
reflect the most optimistic implcmcnlatioo date. Actual payments may differ from the estimate if project
start datis slips or If implemeDlalioo takes longer as this will cause a shorter maiotenance period. Table,
should be customized lo.ieflecl the project and the cost composing the Contractor's proposal.

. Table 1.4: SAAS Services Pricing Woi ksbret

Slate ofNH Conireci 2019-033

Exhibit B - Price and Payraeni Schedule - Part 3
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Software Installation,
Configuration and
Testing

$20,771 $20,771

Technical Support,
Maintenance and '

updates

$3,089 $3,089 $6,178

Training $7,350 • -• S7.350'

Hardware $14,451 •
$14,451

Supplies $1,480 $1,480 $2,960

Licensing $15,814 $0 $15,814

1T5$^:-5'59>T.:;>;^ C.?'V::?$67J52>}v;^^;

2. CONTRACT PRICE

Noiwithstanding any provision in ihe Coolraci lo ibe conirary, and notwiilistandiog unMpccted
circunistances, in no event shall the total of oil payments made by the State exceed the Mwunt indicated
in the P-37 General Provisions Block 1.8 ("Price Limitation"). The payment by Ibe State of ibe total
Contract price shall be the only, and tbc complete reimbursement to the Contractor for all fees and
expenses, of ̂vhatever nature, incurred by ihe Contractor in the perfonnance hereof.

The State will not be responsible for any travel or out of pocket expenses incurred in the perforutance of
the Services performed under (bis Contract.

3. INVOICTNG

The Contractor shall submit correct invoices to the State for all amounts to be paid by the State. All invoices.
submitted shall be subject to the State's prior written approval, which shall not be unreasonably withheld.
The Contractor shall only submit invoices for Services or Deliverables as permitted by the Contract.
Invoices must be in a fortnal as detennined by the Stale and contain detailed information, including without
limitation: itemizaiion of each Delivenible and identification of the Deliverable for wliich payment is
spugbi,\nd Ihe Acceptance date triggering such payment; date of delivery and/or installoiion; monthly
maintenance charges; any other ProJ^t costs or releoiion amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay
the correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be backdated
and shall be promptly dispatched.

Invoices shall be sent to:

Financial Adinlaistrator '

New Hampshire Hospital .
Business Office • . - '

36 Clinton St.

Concord, NH 03301

State ofNH Cootraci 2019-033

Exhibit B - Price and'Payntent Schedule - Part 3
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STATE OF NEW HAMPSHIRE

■ DEPARTMENT OF-HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-03 3

PART 3 - EXHIBnr B

PRICE AND PAYMENT SCHEDULE

4. PAYMENT ADDRESS

Poymeots shell be made via ACH. Use Uie fono\vuig link lo eoroil wiih ibe Slate Treasury for ACH
paymeats: httpa://wprw.ph.gov/treasufv/staie-vendor3/iodex.btni

5. OVEEU^AYMENTS TO THE CONTRACTOR

The CoQtmclor shall prompily. but do Inter Ihao fifteen (15) business days, return to ihe State the full
amouoi of any overpayment or erroneous payment upon discovery or notice from the State.

6. CREDITS

The State may apply credits due to the State arising out of this Contract, against the Contractor's invoices
with appropriate information attached.

State ofNH Contract 2019-033 Dale;

Exhibit B - Price and Payment Schedule - Pan 3 Contractor's Initials
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state OF NEW.HAMPSH IRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

•  PATIENT LDENTIFICAfION BRACELETS AND SOFTWARE SYSTEM
SAAis CONTRACT20I9-033-PART3

- EXHtBITC

REVISIONS TO STANDAip CONTRACT LANGUAGE

1. Revisions lo Form P-37, General Provisions

1.1. Section 4, Conditional Naiurc of Agreement, Is replaced as follows:

4. CONDITIONAL NATURE OF AGREEMENT,

Notwithstanding any provision of this Agreement to the contrary, all obligations of the State
hcrcunder, including without limitation, ihc.continuancc of payments, In whole or in part, under this
Agreement ore contingent upon continued appropriation or availability of fund.s. including hny ■
subsequent changes to the appropriation or availability of funds affected,by any state or federal

.  . legislative or executive action'that reduces, eliminates', or otherwise modifies the appropriation or
ayailabilily of funding for this Agreement and the Scope of Services provided in Exhibit A, Scope of
Services, In whole or in part. In no event shall the State be liable for any payments' hercu'ndcr in
excc'ss of appropriated or available funds.- In the event of a reduction,'terminal ion or modlGcation of
appropriated or available funds, the State shall have the right to withhold payment until such funds
beconic available, if ever. The State shall have the right to reduce, terminate or rnodify services
under this Agreement immediately upon giving the Contractor notice of such reduction, termination

,  of modification. The'Sialc shall not be required to transfer funds from any other source or account
into the Account(s) identified in block 1.6 of the General Provisions, Account Number, or any other
account in.thc event funds arc reduced or unavailable. •

1.2. Section 10, Termination, is amended by adding the foliowing languagc:

10.1 The State may terminate ihc'AgrwiTwni at any time for any reason, at the sole discretion of the State,
•  30 days after giving the Contractor written notice that the State is exercising its option to terminate

the Ag.i;ccme'n.t.

10.2 In the event of early termination, the Cpntractof shall, within 15 days of notice of early termination,.
■  . develop and submit to the Stale a Transition Plan for sciviccs under the Agreement, including but not

. limited to, identifying the prwem and future heeds of clients receiving services under the Agreement .
and establishes a process 10 meet tho.sc needs.

"10.3. The Cohiraclor shall fully cooperate with the State and shall promptly provide detailed information to
support the Transi tion Plan including, bill not limited to. any information or data requested by the
State related to the termination of the .Agreement and Transition Plan and shall,provide ongoing
co'inmunicaupn and rc.visions of thcTransiiion Plan to the State a.s requested..

10.4 In the event that services under the Agreement, Incl.uding but not limited to clienLs receiving services
under the Agreement arc t'ransiiioned to having services delivered by another entity including

.contracted providers or"the State, the Conlr'actor shall provide a process for uninterrupted delivery of
seryiccis in the Transition Plan.

10.5 The Contractor shall establish a jncihod of notifying cjicnrs and other offcctcd.individuals about the
transition. The Contractor shall include the pfoposcd comriiunications in its Transition Plan submitted
to the State as described above.

State of NHComraci 2019-033 Dale: ■ .

Exhibit C - Special Provis.ions - Part 3 Coniractor

Page n of 36 -

"s Initials: / I /•



DocuSign Envelope ID: 1DF38BBD-EA4C-4F55-B086-4B4B5C82620C

• STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICE

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033 - PART 3

exkbit'd
ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

Tbe CoDtrector must assume all reasonable travel and related expenses. All labor rates will
be "fully loaded", including, but not limited to: meals; botcl/bousiog, airfare, car rentals,
car mileage, and out' of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

Tbe State will not'pay for aoy sbipptag or delivery fees unless specifically itemized in the
ContfBcl.

3. ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the
Contractor with access to all program files, libraries, personal computer-based systems,
sortware packages, network systems, security systems, and hardware as required to
complete tbe contracted Services.

Tbe State will use reasonable efforts to provide approvals, autborizaiioos, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Contract.

4. CTATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILECES

Tbe Contractor shall provide the State access to all State-owned documents, materials,
reports, and other %vork in progress relating to this RFP. Upon expiration or lermioaiion of
(he Contract with the State, tbe Contmclor shall turn over all Sinte-ONvned documents,
ounierial, reports, and work in progress relating to this RFP to the State at no additional cost
to the State. Documents roust be provided in both printed and electronic formal.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS

Tbe Contractor shall agree to the cooditions of all applicable State and federal laws and
regulations, which are incorporated herein by reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the Federal
Acquisition Regulations (FAR) Subpart 4.7 Contractor Iiecor()s Retention.

Tbe Contractor and its Subcontractors shall maintain books, records, documents, land other
evidence of accounting procedures and practices, which properly.and ̂ fnciently reflect
all direct ej]d iodirecl costs invoiced in tbe performance of their respective obligations
under tbe Contract. The Contractor and its Subcontractors shall retain all such records for
three (3) years following temunation of (he Contract, including any extensions. Records
relating to any litigation matters regarding the Contracl shall be kept for one (1) year
foUowing tbe termination of nir litigation, including the termination of all appeals or the
e.xpiraiioo of the appeal period.

$tatcofNHContnicl20l9-033 Date:
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STATE OF NEW HAMPSHIRE

•  DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAASCONTRACT20I9-033-PART3 ,
EXHmiTD

ADMINISTRATIVE SERVICES

llpoo prior Dodce and subject to reasonable time firames, all such records sbal) be subject
to iospecUoo, examiootion, audit and copying by personnel so authorized by the Slate and
federal officials so authorized by law, rule, regulation or Contract, as applicable. Access to
these items shall be provided within Merrioiack County of lite State of New Hampshire,
unless otherwise agreed by the State. Delivery of and access to such records shall be at no
cost to the Slate during the three (3) year period following temiination of the Contract and
one (1) year term following litigation relating to the Contmcl, including all appeals or the
expiration of the appeal period. The Contractor shall include the record retention and
review requirements of this section in any of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting
procedures and practices related to the Contractor's cost structure and profit factors shall
be excluded &om the Slate's review unless the cost of any other Services or Deliverables
provided under the Contract is calculated or derived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS

The Contractor shall niainiain an accounting system In accordance with Generally
Accepted Accounting Principles. The costs applicable to the Contract shall be
oscertainable from .the accounting system and the Contractor sbalJ maintain records
pertaining to the Services and all other costs and expenditures.

StaleofNHContnicl 2019-033 Dale:. 9 lh/90
Exhibit D - Administrative Services - Part 3 Contractor's Initials:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

PART 3 - EXHIBIT E

IMPLEMENTATION SERVICES

PROJECT MANAGEMENT

The Siflte believes that effeciive communicaiion and reporting are essential «o Project
success.

Tbe Contractor Key Project Staff shall participate in meetings as requested by the State, in
accordance with the requirements and terms of this Conlracl.

a. Ioti"Oducioi7 Meeting: Participants will include tbe Contractor's Key Project Staff and
State Project leaders from both Department of Justice and the Department of Infonnation
Technology. This meeting will enable leaders to become acquainted and establish any
preliminary Project procedures.

b. KIckoff Meeting: Participants will include the State and the Contractor's Project Teomapd
major stakeholders, this meeting is to establish a sound foundation for activities that will,
follow.

c. Sifltus Meetings: Participants will include, at the miaimum, the Coatrncior's Project
Manager and tbe Stale Project Manager. These meetings will be conducted at least bi
weekly and address overnll Project status and any additional topics needed to remain on
schedule and within budget. A status and error report from the Contractor shall serve as
the basis for discussion.

d. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a
bi-weekly basis, in accordance with the Contract.

c. Special Meetings; Need may arise for a special meeting with State leaders or Project
stakeholders to address specific issues.

f. Exit Meeting: Participants will include Project leaders from the Contractor and the Slate.
Discussion will focus on lessons learned from the Project and on follow up options that the
State may wish to consider.

The State expects the Contractor to prepare agendas and background for and minutes of meetings.
Background for each status mecilng must include nn updated Work Plan. Drafting of formal
presentations, such as a presentation for the kickolT meeting, will also be the Conlraclor's
responsibility.

The Contractor's Project Manager or the Contractor's Key Project Staff shall submit monthly status
reports in accordance with the Schedule and terms of this Contract. All status reports shall be
prepared in formats approved by the State. Tbe Contractor's Project Manager shall assist the Stale's
•Project Manager, or itself produce reports related to Project Management ns reasonably requested
by the State, ail at no additional cost to ihe State. Tbe Contractor shall produce Project status reports,
which shall contain, at a minimum, the followng:'

1. Project status related to the Work Plan;

2. Deliverable status;

3. Accomplishments during weeks being reported;

Stale of NH Conlracl 2019-033
Date

Exhibit E - Implemcniation Services - Part 3
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

PART 3 • EXKBIT E

IMPLEMENTATION SERVICES

4. Planned activities for the upcoming two (2) week period;

5. Future activities; and

6. Issues oitd coocenu requiring resolution.

7. Report and remedies in case of falling behind Schedule

As reasonably requested by the State, the Contractor sbnil provide the State with information or reports
reBnrding the Project. The Contractor shall prepare special reports and presentations relating to Projwi
Management, and shall assist the State in preparing reports and presentations, as reasonably requested by
the State, all a! no additional cosno the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

The Conlracior shall employ an industry-standard Implementation strategy with a timeline set forth
in accordance with the Work Plan;

The Contractor and the State shall adopt a change management approach to identify and plan key
strategies and communication initiatives.

The Contractor's team will provide training templates as defined in the Training Plan, which will
be customized to address the Stale's specific requirements. Decisions regarding format, content,
style, and preseoiniion shall be made early on in the process, by the State, providing .sufOcieiit
timefordevclbpinentofnuitcrialashmctioualityisdefinedandcoaftgured. ■■ •

■ The Contractor shall manage Project execution and provide the tools needed to create and manage
the Project's Work Plan and tasks,' manage and schedule Project staff, track and manage issues,
manage changing requirements, maintain communication within the Project Team, and report
status.

2.2 TInielloc

The timeline is set forth in the Work Plan. During the initial planning period Project task
and resource plans will be established for: (he preliminary training plan, the change-
management plan, communication approaches, Project standards and procedures finalized,
and team trniniDg irutiated. Timing wiU be structured to recognize interdependcncies
bcnveen applications and structure a cost effective and timely execution. Processes will be
documented, training established, and the application will be ready for Implementation in
accordance with the Work Plan.

. 2.3 Change Manageuienl and Tralulng -

The Contractor's change management and training services sliall be focused on developing
-change management and training strategies and plans. Its approach relies on State
resources for the execution of the change manageraeot and end user training.

Slate of NH Contract 2019-033
Dote; \
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033

PART 3 • EXHIBIT F

TESTING SERVICES

The Cootrac(or shall provide ihe followiag Prodvcis sod Services described in this Exhibit F, iocludiog but not
liotiied to:

J. TESTING AND ACCEPTANCE

The Coot/actor shall bear all respoosibilities for the full suite of Test PlBnaiog ood preparaiioo
throughout the Project. The Contractor will also .provide training as oecessary to the Slate staff
responsible for test activities. Tbe Cootractor shall be responsible for all aspects of testing
cootaloed in the Acceptance Test Plan including support, at no additiooAl cost, during User
Acceptance Test coitductcd by the State and tbe testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the
finalized Work Plaa A separate Test Plan and set of test materials will be prepared for
each SolhvATC funciion or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing
the System as a whole, (e.g., sofrivore modules or functions, and linptemenia(ioo(s)). This shall
include planning, test scenario and script development, Data and System preparation for testing,
and execution of Unit Tests, System Integration Tests, Conversion Tests, Installation tests.
Regression tests, Performance Tuning and Stress tests, Security Review and tests, and support of
the State during User Acceptance Test and Implementation.

In addition, the Cootractor shall provide a mechanism for reporting actual lest results vs.
expected results and for the resolution and tracking of all errors and problems idcotified
during test execution. The Contractor shall also correct Deftcieocies and support required
re-tcsliog.

1.1 Test Plannlag and Pi-cparatlon

The Contractor shall provide the State wiib no overall Test Plan that will guide all lesting.
The Contractor provided, State approved, Test Plan will include, at a minimum,
identilicatioo, preparation, and Documentation of planned testing, a requirements'
traceability matrix, test variants, test scenarios, test cases, test scripts, test Data, Itti phases,
unit tests, expected results, and a tracking method for reporting acKial versus expect^ ,
results as well as all errors end problems idcDtified during test execution.

As identified m the Acceptance Test Plan, and documented in accordance with the Work
Plan and the Coniract, State testing will commence upon the Contractor's Project
Manager's Certification, in writing, that the Contractor's own staff has successfully
executed all prerequisite Contractor's testing, along with reporting the actual testing results,
prior to the start of any icsting executed by State staff. The State will be presented with a
State approved Acceptance Test Plan, test scenarios, lest cases, test scripts, test data, and
expected results.

The State will commence its testing within five (5) business days of receiving Certificaiioa
from the Contractor that the State's personnel have been trained and the System is installed,
configured, complete, and ready for State testing. Tbe testing will be conducted by the State
in an eovironment independent from llie Contractor's development environment. The
Contractor must assist the State with testing id accordance with the test Plan and the Work
Plan, utilizing test and live Data to validate reports, and conduct stress and performance
testing, at no nddiiibnni cost.

StatcofNH Coniract 2019-033 Dale:
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TESTING SERVICES

TesUag begins upon comptelioa of the Sofhvare coofigunitioQ as required and user Iraiaiiig accordiog to
the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State.

The Contractor luust demonstrate that tbetr tesiing methodology can be integrated with the State standard
methodology.

1.2 System Integration Testing (If applicable) .
The new System is tested in integration with other application systems (legacy and service
providers) in a produciioa-likc cnvironmeot. Sysicni Integration Testing validates the
integration between the individual unit spplicaliOD modules and verifies that (he new
System meets defmed requirements and supports execution of interfaces and business
processes. The System Integration Test is performed in a test environment.

Thorough epd-to-end testing shall be performed by (be Contractor team(s) to confirm that
the Application integrates with any interfaces! The test emphasizes end-to-end business
processes, and the flow of informntion across applications (IF APPROPRIATE). It
includes all key business processes and interfaces being implemented, coafimis data
transfers with external ponies, and includes the transmission or printing of all electronic
and paper documents.

.AbijN^ity/licscnphphV •.

:,r' ;

•  •

.  U r. • U

••=

■  * .. ri

Systems In!egraiioo.Te$7iag.va]idaiu.t^ integration ^tween the targei-
application modules and.bther systems, and ̂verifies that tbe'ncw System

; meets denned inie'rface rcquuements'and 'siippdrts execution of busine!u
processes.' This .lest emphasize end-to-^'d business ptwesM and the Oow.

• of information acrossjhe app[icatioo.-It ibcludes'all key business processes
and interfaces being implemented, confirms dale iraosfers.with exiemar

Vporties'i and inclu'des itie transmission or'priniidg of oil electronic aixl paper
•'docuuicnis. ' • . ■ ' • . '

Gp'ntco.cjor; Cearn^, . f
iiS^"risibjiit1S'}'

.V •' •
I  , X 0.

•  '■ * • V-'

Take' thc' lead-in developing the Systems.loiegratioo Test
•  . _ . Spec'iGcaiiohs."' • .
*  ■ Work jointly with ibe Stale to develop and load the data profiles to

support'the test Sp«.ificatioM.

•  -Wofk.'jb'uitly \yiih the .State ,io .'validate components of (he (e'st
Kripis.'.'.'-V . ■'* - . ' . " •

•Sjftic'Res^ousibjmiesj

'  •. *5 " ^
•  •;' ;

' ' r ' '>4 '

♦ ' Work joiraly \viih. the*'Contractor..lb develop the Systems
Ihtcgrelibn'Tcrt Specifications.

'  - • Wo^ jomlly,.\viib the Contractor, lo'.dcvclop'and-load .^e data
'  profiles to support the ittt Specifications. '

• WorkJointly'vvilbtheCbotnictpr'ipvalidaieconipohe'ntsoftbetest
scripts', mi^incaiiqns, fixes and o^ef System interactions ivitb the
Comractbr supplied Sofl%varc Splu'iiori. ' "
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.y.qrk-PipdjJCU '
•De«rip|ioai "

• : The integration-Tested System indicates that ell ihtcrfwes
beiNvten the application and the legacy and third-party systems,

.- interfaces, and applications are funcdoaiog property.

1.3 Conversion VoUdatlcn Testing (If applicable)

Activiiy.DescnpUon : Tbe;cbovei«iM>^U^ replicate the ?o'vc Qow.of,.
• ibeVdnvertcddaia through the ̂ fhyare^luiion. Mibe Software •
• Solution" is . ini^rfacrt. to. legacy, or" ihiidip^-
•.'.BpplicaiionsrinteifBCcs.'tcsimg'vcrifia that the resulting flqtv,of the".
^cohvciic'd daui throu^ these, int^acc'poinisperform cq^cily.

Conirnctor.-ICAm.t

.Reippi)sibilili&j
; For coavc'nidns and intcrTaces, ex^.te the
: applicable validation, tes.is iand compare execution.. results"! \viih the'
l;d6cM»eniedexpwlcdrewluV '

Siate^R^pbnsibiljtjes.- ••...Sitract a^ cleanse, if neeeu^i ̂legacy dota:io bc_cWcrted,in ite";
]',datacoovefi,idns," .

SVorifProduct''

DeSriplipn.'.

.  !1

'•\^lidrtion.^fcsTed Coqyersiop '^rogi^. th^ pr^ftiii i^i^c
?c<rnvefsion programs-that have been.icsicd to^verily ibql.tbc rcsuiii^^
'■.coDwrted-'legacy data-perfonns cdrrccUy in cniire, suite of.^

Application. '< " . •* - " ; . .. "i- .

1.4

l.S

Jostallatloa Testing
In Installaiion Testing tbe opplicoiion componenis nre installed in the System Test
eoviroQinenl to test the instaUntion roulincs and are re fined for the eventual production
envirooment. This activity serves as a dry run of the instaUotioo steps in preparation for
configuring the produciioa system.

User Acceptance Testing (DAT)
UAT begins upon completion ofihc Sofhvarc ccnfiguration as required and user training
according to the Work Plan. Testing ends upon issuance of n letter of UAT Acceptance by
ibe Stale.

■ Tlie User-Acceptance Test (UAT) is n verification process performed in a copy of the
production environment. The User Acceptance Test verifies System functionality ngamsl
predefined Acceptance criteria that support the successful execution of approved business
processes.

UAT will also serve as a pcrforaiance and stress lest of the System. It may cover
any aspect of the new System, including administrative procedures such as
backup and recovery. The results of the UAT provide evidence that the new
System meets the User Acceptance criteria as defined in the Work Plan.

State of NH Coninict 20194)33

Exhibit F - Testing Services - Part 3
Page l8of36

Dale:

Contractor's Initialsilials:



DocuSign Envelope ID: 1DF38BBD-EA4C-4F55-B085^B4B5C82620C

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

PART 3 - EXHIBrr F

TESTING SERVICES

The results of ibe User Acccplance Test provide evidence that the new System mwts the
User Acceptance criteria as defined in the Work Plan. •

Upon successful conclusion of UAT and successful System deployment, the State will issue
a letter of UAT Acceptance and the respective Wturanty Period shall commence

A'cUvi ty.Dcwnijl.iqpL'
.  »» • ' U *

Tbe System User Acceptance Tesu verify System functionality against
. p^efiocd Acc^tance criteria that support tbe successful ex^ho'n of
^ approved prpees^s... "

•(SonlraciprrTiarri-, .,
^poosibjlijin.
' i'- ■ .>

i' . . ■ ' -

j... . > . Provi.dc t^ State ao Acccplance test Plan and selection oftest
scripts fof'ihe Acceptance Test. ' ' - •

Moiiitbf the execution.of the test scripts and asslsVas needed
•  duringtheU^r AcceptnDcc.Tesradiviiies. •.. .

• WorkjointlyvviihiheSioieindeiermimnglhcrcqiiiredaciions';
. .for.problemraolulion.

Si8Te}Res(:k>QStbiI.i]iMl
\  ■■ \ f >.

. ■ ' J ' ' "-.'i"
«  . . ' . . '

'•a ■' 1 ,• *

. • . Approve ihedevelopfnent of ^ User Acceptance Test Flan
and the set of data for use during the User Acceptance Test.

'  iVatidaie the Acceptance Test enwonnient. " • . ■ ' •
. • .'&'«uie the icst scripu'i^'coDdiici User "^ceptarKe Test'

,• activities. • '

• • Etocuriient and siinuiufrize'Accepjancc Test results.
« • -Work jointly'witb the Contiacior in determining the required

actions for problem resdluiipu. •

.  Provide'Acceptancc of the validated Systems.

AYqrij-^fCKlucji.
Deseripliobl -
■ *y" L f. ' ■

rfiie Deliverable for .User AcceptanccTests is.tbc User AccepianccTest
• Results. These results provide evidence that tl« new Sysictn'meets the

User Acceptance ciiteria defined in the NYork Pbn. '

1.6 Performance Tuning and Stress Testing
The Conimctor shall develop and document hardware and Sofnvare configuration and tuning oflDh^
and Sccure-Tmc infrastructure as well ns assist and direct the State's System Admioistmtors and
Database Administrators in configuring and tuning the infrastructure to support the software
tlux)ugbout the Project

1.7 Scope

The scope of Performance Testing sh.tll be to nieasure the System level'metrics critical for the
development of the applications infrastructure and operation of the applications in tlie production
eoviroiunent.

It will include the measurement of response rates of the application for end-user transactions and
resource'ulilization (of various servcrs and net\vork) ^der various load conditions, these response
rates.shall become the basis for changes and retesiing iintil o'ptunum System perfonnancc is achieved.

State of NH Contract 2019-033
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'  Performance testing and tuning shall occur in the final'production envirdnnjent and sliall use a copy
of the final production database to provide the best results.

1.7.1 Test Typiss

Performance testing shall use two different types of testing to determine ilie stability of the application.
They are baseline-tests and load tests.

a) Baseline Tests: Baseline tests shall collect performance data and load analysis by running scripts
where the output is broken down into business unosactioos or functions. The test is like a single
user executing a deGned business transaction. During baseline testing, each individual script is run
to establish a baseline for umis'action response time, throughput and other user-based metrics.

b) Load Tests: Load testing will determine if the behavior of the System can be sustained over o
long period of time while running under expected conditions. Load test helps to verify the ability
of ibc application environment under different load conditions based on workload distribution.
System response time and utilization is measured and recorded.

T.7.2 Tuning

tuning will be the Contractor led and occur during both the development of the application and load
testing. Tuning is the process whereby the application performance is maximized. This can be the
result of making code more efficient during development as well as making tuning parameter changes
to the environment.

1.8 Regression Testing

As a result, of the user testing activities, problems will be identified that require correction. The State
will notify the Contractor of the uatiire of llie testing failures in writing. The Contractor will be

'  required to perform addiiionnl testing activities in response to State and/or user problems Identified
from the testing results. Regression testing means selective re-testing to detect faults introduced during

■  the modification effort, both to verily that the modificoiions have not caused unintended adverse"
effects, and to verify that the modified and related (possibly affected) System components still meet
llieir specified requirements.

In designing and conducting such regression testing, the Contractor will be required to assess tl\e risks
inherent to the modification being implemented and weigh those risks against Uie time and effort
required for conducting the regression tests. In other words, the Contractor will be expected to design
and conduct regression tests that will identify any unintended consequences of the modification while
taking into account Schedule and economic considerations.

1.9 Security Review and Testing

IT Security involves all fimciioos pertaining to the securing of State Data and Systems through the
creation and definilion of security policies, procedures and controls covering such areas as

- ideDtificDiioD, authentication and DOQ-repudiatioo. ,/

All components of Uie Soft^vare shall be reviewed and tested to ensure they protect the State's
hardware and software and its related Data assets. Tests shall focus on the technical, administrative
and physical security controls that have been designed imp the System architecture in order to provide
the necessary confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the
service components. Test procedures shall include penetration tests and application vulnerability
scannibg.

Stale ofNHCoat/aci 2019-033 ' .Dale:
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Senicr. Compooeot Drflnes the set of capabilities that;

Identification and

AulbeniicatioQ

Supports obtaining informatioo about those parties '
attempting to log onto a system or application for
security purposes and the validation of users

Access Control Supports the ounngemeat of permissions for
logging onto a computer or network

Encryption Supports the encoding of data for security purposes
loirusion Detection Supports the detection of illegal entrance into a

comouter svstem

Verification i Supports the confirmation of authority to enter a
computer system, oppUcaiioQ or nettvork

Dieiial Signature Guarantees the unaltered slate of a file
User Management Supports the administration of computer,

applicaiion and ne^vo^k accounts within on
organization.

Role/Privilege
Management

Suppons the granting of abilities to users or groups
of users of a computer, application or network

Audit Trail Capture
and Analysis

Supports the identificalioo and monitoring of
activities within an application or system

Input Validation Ensures the opplication is protected from bufTer
overflow, cross-site scripting, SQL injection, and
unauthorized access of files and/or directories on

the server.

Tests shall focus oo the technical, administralive and physical security controls that have been
designed into the System architecture in order to provide the Deccssary confidentiality, integrity and
availability. Tests shall, at a miniruum, cover each of the service components. Tesi''procedure3 shall
include 3"® party penetration tests and application vulnerability scanning.

Prior to the System being moved into production the Contractor shall providc results of all security
testing to the Department of Information Technology for review and Acceptance. All Software and
hardware shall be free of malicious code (malware).

Stale of NH Contract 2019-033
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MAINTENANCE AND SUPPORT SERVICES

1. SYSTEM MAINTENANCE

The CoQiractor shall maiDtaio aod support the Sysiem in all material respects as described in the applicable
program Documentatioo through the cooiract eod date.

1.1 Contractor's Responsibility

The Contractor shall maintain the System in accordance \viih the Contract.

1.1.1 Maintenance Releases •

•  The Contractor shall make available to the Stale the latest program updates, general
maintenance releases, selected functionality releases, patches, and Documentation that ore
generally offered to its customers, at no additional cost.

1.1.2 Standard Agreement - '

The State will adopt the Contractor's standard maintenance agreement modified to address
terms and conditions inconsistent with State Statutes and general State information technology
practices.

2. SUPPORT OBLIGATIONS AND TERM

2.1 The Contractor shall repair or replace Software, and provide maintenance of the Software in
accordance with the Specifications and terms and requiremenis of the Contract, including but
not limited to S 1.1 through 81.20 of the Support ond Maintenance Requiremenis in Exhibit H
Requiremenis, Attachment 1.

2.2

2.3

If the Contractor fails to correct a Deficiency within the allotted period of time stated abovci.
the Contractor sliall be deemed to have committed an Event of Default, and tlie State shall
have the right,.at its option, to pursue ilie remedies in Part 2 Section 13.1.1.2, as well as to
return the Contractor's product and receive a refund for all amounts paid to the Contractor,
mcluding but not limited to, applicable license fees, within ninety (90) days of notification to
the Contractor of the State's refund request

If the Contractor fails to correct a Deficiency Nviihin the allotted period of lime staled above,
the Contracibr shall be deemed to have committed an Event of Default, and the State shall
have the right, at its option, to pursue the remedies in Part 1, General Provisions, Section 8.

Slate ofNH Cootrsct 2019-033
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• REQUIREMENTS

Project Requiremeois are hereby incorporated withia.

StalcofNHConlnic(20l9-033
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SOFTWARE AGREEMENT

The Contractor's'Projcci Manager and the State Project imnager shall finalize the Work Plan for
Implementation within teo (10) days of the Effective Date and further refine the tasks required to implement
the Project. The elements of the preliminary Work Plan ore documented in accordance with the Contractor's
plan to implemenl the System. Cooiinucd development and managcmenl of the Work Plan is a joint effort
on the part of the Contractor and State Project Managers.

The preliminary Work Plan for Implementation creaied by the Contractor and the Stnte is set forth at the
end of this Exhibit.

In conjunction with the Cootractbr's Project Management methodology, which shall be used to manage the
Project's life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the Project.
This plan shall identify the tasks, Deliverables, major milestones, and task dependencies required to
implemeot the Project It shall also address intra-tnsk dependencies, resource allocaiions (both State and
Contractor's team members), refine the Project's scope, and establish the Pi^ject's Schedule. The Plan is
documented in accordance with the Contractor's Work Plan, and shall utilize <SOFTWAR£ TYFE> to
support the ongoing management of the Project.

1. ASSUMPTIONS

A. General •

•  The State shall provide team members with decision-making authority to support
Implementation efforts, at the level outlined in the Request for Proposal Document
State Staffing Matrix.

•  All State tasks must be performed in accordance with the revised Work Plan.

•  All key decisions will be resolved wit^n five (5) business days. Issues not resolved
within this initial period will be escalated to the State Project Manager for resolution.

•  Any activities, decisioas.or issues taken on by the.State that affect the mutually agreed
upon Work pian timeline, scope, resources, and costs shall be subject to Uje ideatificd
Change Control process.

•  The Contractor shall maintain an accounting system in accordance with Generally
Accepted Accounting Principles (GAAP).

B. Project Management

•  The State shall approve the Project Management Methodology used for the Project.

•  The State shall provide the Projwt Team with reasonable access to the State personnel
as needed to complete Project tasks.

•  A Project folder created within ihe State system shall be used for centralized storage
and retrieval of Project documents, work products, and other material and infonnation

. relevant' to the success of the Project and required by Project Team members.. This'
central repository is.sccvired by determining which team members have access to the
Project folder and granting cither view or read/write privileges. The Contractor's
Project Manager will establish and maintain this folder. The State Project Manager
shall approve access for the State team. Documentation can be stored-locally for the

Stnte ofNH Contract 2019-033 Dnlc:_^
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Conlracior and Slate team on a "shared" network drive to faciliiatc case nnd speed of
access. Final versions of al) Documentation shall be loaded lo the State System.

The Conlracior assumes'thai an Aliemate Project Manager may be appointed from lime '
' to time to handle reasonable und ordinary absences of the Project Manager. .

C. Converilons Of applicable)
1.

Hie Contructor Team's propo.ial i.s based on the assuinpiion that the Slate's technical tcnm
is capable of implemeniing.'with assistance from the Contrucibr's technical leom, a subset
of the conversions. The Contractor's Team shall lead the State with the mapping of the
legacy Data (0 the Contractor's applications.

Additionally, the Coiiiruclor's Team shall:

1. Provide the State with Conirjcior's application data requirements and examples,
of data mappings, conversion scripts, and data loaders. The Contractor's Team
shall identify the APIs the State should use in the design and development of the
conversion. , • .

2. Provide guidance and assistance with ihc use of the data loaders and conversion
scripts provided.

3. Lend Ihc review of functional and technical Specifications.

4- Assist with the resolution of problems nnd Issues associated with the development
and Implcmchtaiion of the conversions.

p. Project Schedule

'• • Deployment is planncd to begin on April 9, 2020 with a planned go-live date of May 6.
2020.

E. Reporting

•  The Contractor shall conduct weekly status meetings, and provide reports that include, but
are not limited 10, minutes, action items, lest results, and Documcniaiion. ^

F. User Training

• The Coniractor'.s Team shall lead the development of the end-user training plan.
I  •

•  A train the trainer approach shall bc.uscd for the delivery of cnd-uscr training.

' •. The State is responsible for the delivery of cnd-uscr training.

•  TIic Stale shall schedule and track attendance on all cnd-uscr training classes.

G.. Pcrformahcc and Sccuriiy Testing

•  The Contractor's Team shall provide a performance test workshop to identify the key
scenarios to be tested,' the approach ajid topis required, and bc.<;t practices information
on'pcrformancc testing.

Slate of NH Contract 2019-.033
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•  The Slate shall work with the Coairactor on all lesiing as set forth in Contract Exhibit
F - Testing Services.

2. ROLES AND RESPONSIBILiTIES
A. Contractor Team Roles and Responsibilities

1) Contractor Team Project Executive

The Contractor Team's Project Executives (Contractor and Subcontractor Project
.  Executives) shall be responsible for advising on and monitoring the quality.of the'

Services llnougliout the Project life cycle. The Project Executive shall advise the
Contractor Team Project Manager and the Stale's Project leadership on the best
practices for implementing the Contractor Software Solution within the Slate. The
Project Executive shall participate in the definition of the Project Plan and provide
guidance to the State's Team.

2) Contractor Team Project Manager

The Contractor Team Project Manager shall Lave overall responsibility for the day-to
day management of the Project and shall plan, track, and manage the activities of the
Contractor Implementation Team. The Contractor Team Project Manager will have
the following responsibilities:

Maintain communications with the Stoic's Project Manager;

Work will) the State in planning and conducting n kick-o^ meeting;

Create and maintain the Work Plan;

Assign the Contractor Team consultants to tasks in the Implemcntatioii Project according
to the scheduled staffing requirements;

DeOne roles and responsibilities ofall the Contractor Team members;

Provide <WEEKLV update progress reports to the State Project Manager; .

Notify the State Project Manager of requirements for State resources in order to provide
sufficient lead time for resources to be made available;

Review task progress for time, quality, and accuracy in order to achieve progress;
i  ' '

Review requirements and scheduling changes and identify the impact on the Project in
order to identify whelher the changes may require a change of scope;

Implement scope and Schedule changes as authorized by the Stale Project Monager and
with appropriate Change Control approvals as identified in the Implementation Plan;

Inform the State Project Manager and staff of any urgent issues if and when they arise;.

Provide the State completed Projeci Deliverables and obtain sign-off from the State's
Project Manager.

Manage handoff to the Contractor operational staff; . .

State ofNH Contract 2019-033 Date:
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• Manage Tnmsilioo Services BS needed. j . ' .
3) CoQtiBClorTeam An^ysis

The Coniracior Team sboll coaduci analysis of rcquirenjcms, validate the Contractor
Team's understanding of the State business requirements by application, and perform
business requirements mapping:

Construct and confirm appUcntioo lest case scenarios;

Produce application conCguraiion deOAitions and coniigxire the applications;

Conduct testing of the configured application;

Produce functional Specifications for extensions, conversions, and interfaces;

Assist the State in the testing of extensions, conversions, and interfaces;

Assist the State in executico of the State's Acceptance Test;

Conduct follow-up meetings to obtain feedback, results, and coocurrencc/approva)
from the State;

Assist with the correction of configuration problems identified during system,
integration and Acceptance Testing; and

Assist with the transition to production.

4) Contractor Team Tasks

The Contractor team shall assume the following tasks:

•  Development and review of fiinciiooal and technical SpeciDcation to determine that tliey are at an
•appropriate level of detail and quality;

•  Development and Documentation of conversion and interface programs in accordance with functional
and technical Specifications;

•  Development and Documentation of installation procedures; and
•  Unit testing of conversions and interfaces developed; and
•  System Integration Testing. •

B. State Roles and Responsibilities

The followittg Slate resources have been identified for the Project. The time demands on
the individual State team members will vary depending on the phase and specific tasks of
Uie Implementation. The demands on the Subject Matter Experts' thue will vary based on
the need determined by the State Leads and the phase of the Implementation.

I) State Project Manager

The State Project Manager shall work side-by-sldc with the Contractor Project
• Manager. The role of the Stale Project Manager is to manage Slate resources (IF
ANY), facilitate completion of all tasks assigned to State staff, and comrauoicaic
Project status on a regular basis. The Stale Project Manager represents the State in all
decisioru on Implementation Project matters, provides all necessary support in the

Stale ofNHConlracI 2019.033
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conduct of tbe Implemeoialioo Project, and provides necessary State resources, as
defined by tbe Work Plan and as otber%vise identlGed throughout the course of the
Project. Tbe State Project Manager has the following responsibilities:. -

•  Plan'and conduct a kick-o^ meeting with assistance from the Contractor team;

•  Assist the Contractor Project Manager in the development of a detailed Work Plan;'

•  Identify and secure tbe State Project Team meml>ers in accordance with tbe Work

Plan;

•  Define roles and responsibilities ofall State Project Team members assigned lb tbe
Project;

•  Identify and secure access to additional State end-user staff as needed to support
specific areas of knowledge if and when, required to perform certain
Implementation tasks;

•  Communicate issues to State management as neces^ to secure resolution of any
. matter that cannot be addressed at the Project level;

•  InformiheConlraciorProjectManagerofany urgent issues ifahd when theyarise;
and

•  Assist the Contractor team staff to obtain requested information if and when
required to perform certain Project tasks.

• Manage handoff to State operational staff;

• Manage State staff during Tnrnsiiion Services as needed.

2) State Subject Matter Expert(s) (SME)

Tbe role of the State SME is to assist application teams will) an understanding of the
State's curreni business practices and processes, provide agency knowledge, and
participate in the ImplcmeniatioD. Rcsponsibibiies of the SME include the following;

•  Be the key user and contact for their Agency or Department; .

•  Attend Projeci'Tcam training and acquire in-<Jeplh functional knowliedge of
the relevant applications;

•  Assist in validating and documenting user requirements, as needed;

•  Assist in mapping business requirements;

•  Assist in constructing lest scripts and data;

•  Assist in System Integnition, and Acceptance Testing;

•  Assist in performing conversion and integration testing and Data verification;

•  Attend Project meetings when requested; and

A
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•  Assi^ io traiomg eod users in tiie use of ibe Contractor Software Solution and
Ibe business processes the application supports.

3) State Technical Lead and Architect

The State's Technical Lead and Architect reports to the State's Project Manager and is
responsible for leading and raaoaging (he State's technical tasks. Responsibilities include:

•  Attend technical training as necessary to support the Project;

•  Assist the State and the Contractor Team Project Managers to establish the
. detailed Work Plan;

• Manage the day-to-day activities of the Stale's technical resources assigned
to the Project;

' • Work with State IT monagemeot to obtain State technical resources io
occordancc wih the Work Plan;

• Work in partnership with the Conirocior and lead the State technical stnlTs
efforts in documcntiog the technical operational procedures and processes for
the Project. This is a (Contractor Deliverable and it will be expected that the
CoDirector will lead the overall effort with support and assistance from the
Slate; and

•  Represent the technical efforts of the State at WEEKLY Project meetings.

4) Slate Testing Administrator

The State's Testing Adrainisinttor will coordinate the Slate's testing efforts.
Respocisibiliijes include:

•  Coordinating the development of system, iniegraiipa, performance, and
Acceptance Test plans;

•  Coordinating system, integration, performance, and Acceptance Tests;

•  Chairing test review meetings;

•  Coordinating the State's team and external third parties involvement in testing;

•  Ensuring that proposed process changes arc considered by process owners;

•  Establish priorities of Deficiencies requiring resolution; and

•  Tracking Deficiencies through resoluiioo.

3. SOFTWARE APPLICATION

Detail what $oft\vnre is required for the Contractor to perform the activities of the Contract.

Slate ofNH Contract 2019-033 .
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4. CONVERSIONS

A. Conversioo Testing ResponsibilUies

•  The CoDtractor Team Md the State, based oq' their assigned conversion
responsibilities, as set for^ in Contract Exhibit F: TesUng Services shall identify
applicable test scripts and installation instructions, adapt them to the Project
specifics, lest the business process, and con^are with the documented expected
results. '

•  The Contractor Team and the Slate, based on their ossigned conversion
responsibilities, shall execute the applicable test scripts that complete the
conversion and compare execution results with the documented expected results.

•  The State is responsible for documenting the leclinical Specifications of all
pro^ams that extract,and formal Data from the legacy systems for use by the
conversion processes.

•  The-Contractor Team and the State, based on their assi^ed conversion
responsibilities, shall develop and unit test their assigned conversions.

•  The State and the Contractor Teams shall jointly conduct System and Integration
Testing,. verifying and validating the accuracy and completeness of the
conversions.

•  The State and the Contractor Teams shall jointly verify and validate the accuracy
and completeness of the conversions for Acceptance Testing and production.

5. INTERFACES

interfaces shall be implemented in cooperation with the State.

A. Interface Responsibilities

♦  The Contractor Team sliall provide the State Contractor Application Data requirements
and examples, of data mappings and interfaces implemented on other Projects. The
Contractor Team shall identify the APIs the State should use in the design and
development of the interface. •

•  The Contniclor Team shall lead the State with the mapping of legacy Data to the
Contractor Applicntion..

•. . • • TTie Coniraclor Team shall lead the review of functional and technical interface
Specifications.

♦  The Contractor Team shall assist Uie Slate with tJie resolution of problems and issues
associated with the development and Liiplementalion of tlie interfaces.

•  The-Contractor Teaiu shall document the functional-and iechnJcal Specifications for
the Interfaces.

SlfltcofNHCoDlr8Cl2019.033 Date;
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•  Tbc CoQinictor Team shall creaie Uie initial Test Plan and related scripts to Unit Test
the interface. The State shall validate and accept.

•  The Contractor Team shall develop and Unit Test the interface.
%

•  The State and the Controctor Team shall jointly verify and validate the accuracy and
completeness of the interface.

•  The State is responsible for docuracniing the procedures required to run the interfaces
in production.

•  The Stale shall document the lechmcal changes needed to legacy systems to
accommodate the interface.

•  '.The State shall develop and test all legacy application changes needed to nccooimodnte
the interface.

•  The Sttite and the Contractor Teams shall jointly construct test scripts and creaie any
data needed to support testing the interfaces.

•  The State is responsible for all data extracts and related formaiiing needed from legacy
systems to support the interfaces.

•  The State is responsible for the scheduling of interface operation in production.

6. LICENSE GRANT

reserved

Stale ofNH Contract 2019-033 Dale:,
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WARRANTY & WARRANTY SERVICE

J. WARRANTEES

1.1 System

Tbe CoDlractor wamuils ibat Ihe Sysiem will operate tp coofom> to the Spccificniions, terms, and
reguirenjcots of the Coptmcl.

1.2 Sortware

The Contractor waimnts that the Software, including but not [muted to the individual modules or
functions furnished under the Conlract, is properly funciioniag within the System, compliant with
the requirements of the Conunct, and will opemte in accordance with the Specifications and Terms
of the Contract.

For any breach of the above Sofhvarc warranty, the State's remedy, and tbe Contractof's entire
liability, shall be:

(d) The correction of program errors that cause breach of the warranty, or i f the Contractor cannot
substantially correct such breach in a coramercially reasonable manner, the Stale may end its
program license if any and recover the fees paid to the Contractor for the program license and
any unused, prepaid technical support fees the State has paid for tbe progmm license; or

(b) The re-performance of the deficient Services, or

(c) If the Contractor cannot substantially correct a breach in a commercially reasonable manner,
tbe State may end the relevant Services and recover the fees paid to the Contractor for the
deftcienl Services.

1.3 NoD-IunineeueDt

Tbe Contractor warnutts that it has good title to, or the right to allow the State to use, all Services,
equipment, and Software ("Material") provided under this Conlract, and that siich Services,
equipment, and Sofhvare do not violate or infringe nny patent, trademark, copyright, trade name or
other intellectual property riglils or misappropriate a trade secret of any third party.

1.4 viruses; Dcslmctlve Programming

Tbe Contractor warrants that the Softwrtire shall not contain any viruses, destructive prograi^ng,
or mechftoisms designed to disrupt the performance of the Software in accordance with the
Specincatioas.

1.5 Compatibility ,

The Contractor warrants that all Systera componenis, including but not limited to the components
provided, including any replacement or upgraded System Software components provided by the
Conlraclor to correct DeDciencies or as an-Enhnoccment, shall operate with the rest of the System
without loss of any functionality.

1.6 Senlcfs

The CoDlractor warrants that all Services to be provided under the Contract will be provid^
expcdicntiy, in a professiomil manner, in accordance with industry standards and that Services will
comply with performance standards, SpeciCcatiotis, and terms of the Conu"8ct.

2. WARRANTY PEWOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract
and any extensions, except for the warranty for non-infringcnient, which shall remain in effect
in indeOnitely.

Stole of NH Conlract 2019-033 Da'e-
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TRAINING SERVICES

1. The Contractor shall provide training for users, of the IDMX software on each work shift, as
determined by the Department. IDMX software'training must include, but is not limited to;-
1.1. Printing, assembling and attaching wristbands.

1.2. Applying Secur-Loc clasps to wristbands.

1.3. Review'of the procedure for disposal of used wristbands.

! .4. A hard copy of the IDMX User Guide for each employee designated for training.

2. Classroom training for each designated employee on use of the handheld devices. Training
for handheld devices shall include, but is not limited to:

2.1. Instruction on functions of handheld device.

2.2. Test scanning activities.

2.3. A luird copy of the handheld device User Guide.

3. The Contractor shall provide training for users of the Secur-Trac sofhvore on each work shift,
as determined by the Department. Secur-Trac software training must include but is not

. limited to:

3.1. Basic navigation of the sofhvare at the workstation where it is installed, including, but
not limited to:

3.1.1. Filtering records.

3.1.2. Sorting records.

3.1.3. Searching records.

3.1.4. How to run a query.

3.1.5." How to generate, view and print reports.

State ofNH Contract 2019-033 Date
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AGENCY RFP WITH ADDENDUMS, BY REFERENCE

RiT-2019-NHH 03-PATIE Patient IdeolificatioQ Bracelets and Sofrvore System dated
December 13,2018 is hereby inconwrated by reference as fully set forth herein.

Stale ofNH Contract 2019-033 . '
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VENDOR PROPOSAL, BY REFERENCE

ENDUR ID proposfll to RFP.2019-NHH 03-PATIE Patiem IdeolificotioD Brncelels and
Software System dated March 6,2019 is hereby incorporated by reference as ftilly set forth
herein.
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CERTIFICATES AND ATTACHMENTS

Aitacbed ore:

A. DHHS Standard Exhibits
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ftPPriAi PRQtftSIQNS

Contractors ObllgaUons: The Conlraclor covonanls and agrees that ell funds received by the Conlraclor
under the Contract shall bo used only as payment to the Contractor for services provided to eligible
Individuals end. In the furtherance of the aforesaid coveriants,.lhe Contractor hereby covenants and
agrees as follows:

1. .Compliance virfth Federal end State Laws: If the Contractor is permittad to determine the eligibility
of Individuals such eligibility determination shall be made in accordance with applicable federal and
state laws, regulations, orders, guidelines, policies and procedures.

2. Time and Manner of Determination: Eligibility determinations shall be rnade on forms provided by
the Doparlment for that .purpose and shell bo made and remade at such times os ore prescrltwd by
the Department.

3  Documentation: In addition to the determination forms required by the Department, the Contractor
shall maintain a data file on each recipient of services hereunder. which file shall Include all
Information necessary to support en eliglbilily determination and such other Informalion as tl\e
Department requests. The Contractor shall furnish the Department with all f^s end documentation
regarding eligibility determlnaljons that the Department may request or require. .

4  Fair Hearings: The Conlraclor understands that all applicants for services hereunder, as well as
Individuals declared Ineligible have a right to a fair hearing regarding that determination. The
Contractor hereby covenants and agrees that ell applicants for services shell be permltt^ to fill out
an apptication form 8r>d that each appllcanl or re-applicant shall bo informed of his/her right to e fair
hteerlng In accordance with Department regulations.

s; Gratuities or Kicltbacks; The Conlraclor agrees that it is a breach of this Contract to accept or
make a payment, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor or
the Stale in order to Influence the performance of the Scope of Work detailed in Exhibit A of this ■
Contract. The State may termlnale-lhls Contract and any sub-contract or sub-agreement if It Is
determined that payments, gratuities or offers of employment of any kind were offered or received by •
any officials, officers, employees or agents of the (^ntractor or Sub-Contractor.

0  ReUoacUve Payments: Notwithstanding anything to the contrary contained in the Contra^ or Ineny
other document, contrect or understanding, it is expressly understood end agreed by the parties
hereto, that rx) payments will tie made hereunder to reimburse the Contractor for costs incurred for
any purpose or for any services provided to any individual prior to the Effective Date of the Contract
and no payments shall be made for expenses Incurred by the Contractor for any services provided
prior to the date on which the Indivldua) epplies for services or (except as otherwise provided by the
federal regulations) prior to a detormlnalion that the Individual is eligible for such services.

7. Conditions of Purchase: Notwithstanding anything to tlw contrary contained In the Conlract.nothing
heroin contained shall be deemed to obligate or require the Departrnonl to purchase services
hereunder at a rate which reimburses the Contractor In excess of the Contractors costs, at a rate
which exceeds the amounts- reasonable and necessary to assure the quality of such service, or at a
rale which exceeds the rate charged by the Contractor to ineligible Individuals or other third party
funders for such service. If at any time during tfie term of this Contract or after receipt of the Final
Expenditure Report hereunder. the Doparlment shall determine that the Contractor has used
payments hereunder to reimburse items of expense other than such costs, or has revived f»ymenl
in excess of such costs or In excess of such rates charged by the Contractor to-Ineligible individuals
or other.third party fundars, the Department may elect to:

7 1 Renegotiate the rates for payment hereunder, in which event new rates shall be established;
7.2. Deduct from any future payment to the Contractor the ornount of any prior relmbursementln

excess of costs;
extritill C - Spsdal Provisions Cont/ectoflnlUals , ^ |_
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7 3 ' Demand repayment of the excess payment by the Contreclor In which event failure to make
such repeyment shall constitute an Event of Default herounder. When the Contractor Is
pennltted to determine the eliglbHily of Individuals for services, the Contractor agrees to
reimburse the Department for all funds paid by the Department to the Contractor for sauces
provided to any Individual who is found by the Doportmenl to bo Inollgibio for such services at
any time during the period of retention of records established herein.

RECORDS; MAINTENANCE. RETENTION. AUDIT, DISCLOSURE AND CONFIDENTIALITY:

8. Maintenance of Records: in eddilion to the eligibility records specified above, the Contractor
co^nants Br>d agrees to maintain the following records durirtg the Contract Period:

8.1. Fiscal Records: books, records, documents Of)d other data evidencing end renectlng oil costs
and other expenses Incurred by the Contractor In the performance of the Contract, and all
income received or ooDacted by the Contractor during the Contract Period, said records to be
maintained in accordance with accounting procedures end practices which sufficiently and
properly reflect all such costs and expenses, and which ere acceptable to the Department, end
lo Include without limitation, ell ledgers, bocks, records, end ortglnal evidence of costs such as
purchase requlslUons and orders, vouchers, requisitions for materials, inventories, valuations of
In-kind contributions, labor lime cards, payrolls, end other records requested or required by the
Department. ^ , . .'. , ,

8 2 Statistical Records: Statistical, enrollment, ottendanco or vIsH records for each recipiani oi
services during the Contract Period, which records shall include ell records of applicationand
eliglbillly (including all forms required to determine eligibility for each such recipient), records
regarding tho provision of services and all invoices submitted lo the Department to obtain
payment for such services. ^ ,u

8.3. Medical Records: Where aM>roprlate and as prescribed by the Department regulations, tne
Contractor shall retain medical records on each palienlfreclplent of services.

9 Audit; Contractor shell submit on annual audit lo the Oepartmanl within 60 days after the close of the
agency fiscal year, it is recommended that the report be prepared in accordance with the provision of
Office of Management end Budget Circular A-133, "Audits of States. Local Governments, and Non
Profit Organizations' and the prorisions of Standards for Audit of Goverhmentai Organizations.
Programs. Actlvllies and Functions, issued by the US General Accounting Office (GAO standards) as
they pertain to finonciaJ compliance audits.

9.1. Audit end Review: During the term of this Contract end the period for retention herounder. tho
Department, the United States Departmant of Health and Human Services, and any of their
designated representatives shall have access to all reports and records maintained pursuant to
the Contract for purposes of audit, examination, excerpts and transcripts.

9 2 Audit LiabUilios: In addition lo and not In any way In limitalion of obligations of the Contract, it is
understood end agreed by the Contractor that the Contractor shall bo held liable for any stale
or federal audit exceptions and shall return to the Department, all payments made under the
Contract to which exception has been taken or which have been disallowfed because of such en .
exceplioh.

10. Confidentiality of Records; All information, reports, end records malnteined hereunder or coilected
in connection vrilh the performance of the services and the Contract ehall be confidential and she!! not
be disdosed by tho Contreclor. provided however, that pursuant to stale tows and the regulauons of
the Department regarding the use and disdosura of such Information, disdosure may be made to
•public offidals requiring such information in connection with their official duties end for purposes
directly connected to tho edmlnisUation of the services end the Contract; and provided further, that
tha use or disdosure by any party of any Informalion concerning a recipient for any purpose not
directly connected with the administration of the Doportmenl or the Contractor's responsibililios with
respect lo purchased services hereunder is prohibited except on written consent of the recipient, his

•  attorney or guardian.
6jWWI C - Spode) Provisions ^ Contraclot IniUols , {]] ,
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Notwithstanding anything to the contrary conlalned herein the covenants and conditions contained In.
the Paragraph shall survtve the termination of the Contract for any reason whatsoever.

11. Reports: Fiscal end Statistical: The Conlrector agrees to submit the foUowing reports el thefoliowing
times if requested by the Department.
11.1. Interim Financial Reports: Written interim financial reports containing a delaited descriplionol

oil costs end non-allowable expenses incurred by the Contractor to the dale of the report end
containing such other informaUon es shall be deemed salisfectory by the Deportment to
Justify the rate of payment hereunder. Such Financial Reports shall l)e submitted on the form
designated by the Department or deemed setfefactcry by the Department.

11.2. Fine! Report: A final report shall be submitted within thirty <30) days after the end of the term
of this Conlrect. The Final Report shell be In e form satisfactory to the Department end shall
contain a summery staterrvent of progress toward goals end objectives sloted In the Proposal
end olher Information required by the Department.

12. Completion of Services: Diseltowance of Costs: Upon the purchase by the Department of the
maximum number of units provided for In the Contract and upon paymeni of the price limllation
hereunder. the Contract end an the obligations of the parties hereunder (except such obligations as.
by the terms of the Conlrect are to be performed efler the end of the term of this Contract end/or.
survive the termination of the Contract) shall lermlnate, provided however, that If. upon review oflhe
Final Expenditure Report the Deportment shall disallow any expenses claimed by the Contractor as
costs hereunder the Deportment shall retain the right, at its discretion, to deduct the amount of such
expenses'as are disallowed or to recover such sums from the Contractor.

13. Credits; AJ) documenls. notices, press releases, research reports end other matorlals prepared
during or resulting from the performance of the services of (he Contrcct shall Include thefoliowing

■  statemenl:

13.1, The preparelion of this (report, document elc.) was financed under a Contract vnth the Stale
of New Hampshire. Department of Health end Human Services, vrflh funds pfovidad in part
by the Stale of New Hampshire and/or such other funding sources es were evoilebte or
required, e.g.. the United Stales Department of Health and Humen Services.

14. Prior Approval and Copyright Ownership: All moleriais (written, video, eudio) produced or
purchased under the contract shail have prior opproval from DHHS before printing, production,
distribution or use. The DHHS will retain copyright ownership for any and all original materials

. producod. Inctuding. but not limited to. brochures, resource directories, protocols or guidelines,
posters, or reports. Contractor shail not reproduce eny materials produced under the conlraclwilhout
prior written approval from DHHS.

15 Operation of Facilities: Compliance with Laws and Regulations: in lhe operation of any fadlilies
for providing services, the Contractor shall comply with ell laws, orders and regulelions of (odaral,-
stale, county and municipal euthoritles end wilh any direction of eny Public Officer or officers
pursuant (o lews which shall impose an order or duty upon the contractor with respect to the
operation of the facility or the provision of the services at such faculty. If any governmental license or
permit shall l)e required for the operation of the said facility or the performance of the said services,
the Contractor will procure said license or permit, and wfll el all limes comply with the terms ar^

■ conditions of each such license or permit. In connection wilh the foregoing requirements, the
Contractor hereby covenants ar»d agrees thai, during the term of this Contract the facilities shall
comply vrilh all rules, orders, regulations, end requirements of the State Office of the Fire Marshal and
the local fire proloction agency, and shall be In conformance with local building and zoning codes, by
laws end regulations.

16. Equal Employment Opportunity Plan (EEOP): The Contractor will provide an Equal Employment
Opportunity Plan (EEOP) to the Office for Civil Rights, Office of JusUco Programs (OCR), If it has
received a single award of $500,000 or more. If the recipient receives 525,000 or more and has W or

ExNtXt C - Sp«dal Pfovislorts Contreclw IniUels
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more employees. It will maintain o current EEOP on file and submit an EEOP Certification Form to the
OCR; certifying that Its EEOP is on file. For reclptenls receiving less than 525.000. or public grantees
vdth fewer than 50 employees, regardless of the amount of the award, the recipient will provide en
EEOP Certification Form to the OCR certifying B Is not required to submit or malnlairi an EEOP. Non
profit organizations, Indian Tribes, and medical end educationoi irtslitutions are exempt from the
EEOP requirement, but are required to submit a certification form to the OCR to claim the exemption.
EEOP Certification Forms ore available et: httpy/wvrw.ojp.usdoj/about/ocr/pdfs/cert.pdf.

17. Limited English Proficiency (LEP): As clarified by Executive Order 13166, Improving Access to
Services for persons with Limited English Proficiency, and resulting agency guidance, nationalorlgin
discrimination indudes discrimination on the basis of limited. English proficiency (LEP). To ensure
compliance with the Omnibus Crime Control and Safe SVeets Act of 1968 and Title VI of the CivD
Rights Act of 1084. Contractor8 must take reasonable steps to ensure that LEP persons hove
meaningful access to its programs.

18 Pilot Program for Enhancement of Contractor Employee VVhlstteblower Protections: The
following shall apply to en contracts that exceed the Simplified Acquisition Threshold as defined in48
CFR 2.101 (currently. 5150.000)

CoMtrtAcroR Employee Whistleblower Rights ahd Requirememt to inform employees of
WrtSttEBiowER Rights (SEP 2013)

(e) This contrecl end empfoyees working on this contract will be subject to the whfeUebiower rights
end remedies in the pilot program on Contractor employoo whistleWower protections established at
41 U.S.C. 4712 by section 828 of the Nationol Defense Authorization Act for Fiscal Year 2013 (Pub. L.
112-239)and FAR 3.908.

(b) The Contreclor shall Inform its employees in writing, in the predominant language of the workforce,
of employee whlsllebiower rights and protections under 41 U.S.C. 4712. as described in section
3.908 of the Federal Acquisition Regulation.

(c) The Contractor shall insert the substance of this clause, including this paragraph (c). in ell
subcontracts over the simplified acquisition threshold.

10. Subcontractors: DHHS recognizes that the C^ontractor may choose to use subcontractors with
greater expertise to perform certain health care services or functions for efficiency or convenience,
but the Contractor shall retain the responsibility and accountability for the functlonfs). Prior to
subcontracting, the Contractor shall evaluate the subcontraclor's ability to perform the delegated
function(s). This Is eccompllshed through o written agreement that specifies activities and reporting
responsibilities of the subcontraclor and provides for revoking the delegation or imposing sanctions if
the subcontractor's performance is not adequate. Subcontractors ore subject to the same contractual
condilions as the Contractor end the Cor^tractof is responsible to ensure subcontractor compliance
with those conditions.

When the Contractor delegates a function to a subconlreclor. the Contractor shall do the following: '

19.1! Evaluate the prospective sulxonlractor's ability to perform the activities, before delegating
the function

19.2. Heve a written agreement with Ihe subcontractor that specifies ectivitles andreporting
.  responsibilities and how sanctions/revocation will bo managed if Ihe subcontractor's
performance Is not adequate

10.3. Monitor the 6ut>contractor*8 "performance on en ongoing basis

E)tf*w C - Sp«dal Ptovfeiofts Cootmctw InlUsls
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19.4. Provide to DHHS en annual schedule Wenllfylnfl ell subcontractors, delegated funclionsand
responsibilities, and when the subcontractor's perlormanco wBI be revtawed

19.5. DHHS shall, at its discretion, review and approve ell siibconUacts. -

tf the Contractor identifies deficiencies or areas for improvement are identified, the Contractor shell
take correctivo action.

20. Contract Definitions;

20.1. COSTS; Shall mean those direct end Indirect items of expense detormtned by the Dopartmenl
to be eHowable and reimbursabla In accordance with cost end accounting principles established
in accordance with state end federal lows. reguleUons. rules and orders.

20.2. DEPARTMENT: NH Department of Health and Human Services.

20.3. PROPOSAL: If appliMble, shell mean the document submitted by the Contractor on a
form or fofms required by the Deportment and containing a dascflpllon of the services and/or
goods to be provided by the Contractor in accordance with the terms and conditions of the
Contract and setting forth the total cost and sources of revenue for each service to be provided
under the Contract.

20.4. UNIT; For each service that the Contractor Is to provide to eligible individuals hereunder, shell
mean that period of time or thel specified activity determined by the Department and specified
in Exhibit 8 of the Contract.

20.5. F6DERAUSTATE t_AW: Wherever federal or state laws, regulations, rules, orders, and
policies, etc. are referred to in the Contract, the said reference sl^li be deemed to mean

.  a!) such laws, feQulalions,'etc. as they may be amended or revised from lime to lime.

20.6. SUPPIJ\NTING OTHER FEDERAL FUNDS: Funds provided to the Contractor under this
Contract will not supplant any existing federal funds available for these services.

BihibilC-SoodaJProvlskinj Controctor

■eviyii Pago 5 cf 5 Oflttt &M2



DocuSign Envelope ID; 1DF38BBD-EA4C-4F55-B086-4B4B5C82620C

OHHS Standard Exhibits
New Hampshire Oepaftment of Health and Human Services

Exhibit D

CERTIFICAnQN REGARDING DRUG>PREE WORKPLACE REQUiREMENTS

The Vendor identified in Section 1.3 of the General Provisions agrees to compiy vAth the provisions of
Sections S151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.). and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Cer^ication:

ALTERNATIVE 1 • FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND,HUMAN SERVICES • CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certificatjon is required by the regulations Implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, SubtiUe D; 41 U.S.C. 701 et seq.). The January 31.
1989 regulations were arhended ar>d putJllshed as Part II of the May 25,1990 Federal Register (pages
21681-21691), and require certiricatlon by grantees (and by inference, sub-grantees and sub-

" contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and subtconlractors) that is a State
may elect to make one certification to the Department In, each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance b placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of paymerits. suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
120 Pleasant Street;
C6ncord..NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by;
1.1. Publishing a statement notifyirrg employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited In the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition:

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace:

■  1.2.2. The grantee's policy of maintaining a drug-free workplace:
i .2.3. Any available drug counseling, rehabilitation, end employee assistance programs; and
1.2.4. The penalties that may be Imposed upon employees for drug abuse violations

occurring in the workplace:
1.3. Making ft a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by-paragraph (a):
1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction: •

1.5. Nqtifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.

- Employers of convicted employees must provide nblice, Including position IHIe. to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency ̂

ExWbil D - Ccrtlfeatton rooarCino Drug Free Vendor INUab
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has designated a central point for the receipt of such notices. Notice shall include the
Identification number(s) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, yvith respect to any employee who Is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the reguirements of the Rehabilitation Act of 1973, as
amended; or .

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal. State, or local health,
law enforcement, or other appropriate agency;

1.7. Makings good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2,'1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done In
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)

^rAfcc'U J-'^ivrtrrcl ^r. Oai t V

Check □ if there are workplaces on file that are not identified here. ' *

Vendor Name: XoC. . , 7T V

A'H

Q-jo ho
Date Name: ^^<0$,^

Title: - ceo

Exhibit D - Ccrtirrcatlon regarding Drug Free ' Vendor Initials
Workplace Requirements
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CERTIFICATION REGARDING LOBBYING

The Vendor Identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121. Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352. and further agrees to have the Contractor's representative, as identified in Sections 1.11,
and 1.12 of the General Provisions execute Ihe following Certification;

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - COhiTRACTORS
US DEPARTMENt OF EDUCATION • CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS •

Programs (indicate applicable prograrn covered):
Temporary Assistance to Needy Families under Title IV-A
•Child Support Enforcerhcnt Program tinder Title IV-D
•Social Services Block Grant Program under Title XX
•Medicaid Program under Title XIX
•Community Services Block Grant under Title VI
•Child Care Development Block (3rant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to Influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sutxontractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or ernployee of any agency, a Member of Congress,
an'officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sul>-
contraclor), the undersigned shall complete and submit Standard Form LLL. (Disclosure Form to
Report Lobbying, in accordance with its instructions. attact>ed and idenlified as Standard Exhibit E-t.)

3. The undersigned shall require that the language of this certification be included In the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering Into this
transacUon-imposed by Section 1352. THle 31. U.S. Code. Any person who falls to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $1(X),000 for
each such failure..

Vendor Name: ^ "A t VV" Toe-.

0 \yl70
Dale ' ' Name: L^qC^'S^

cucMisnton}
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rPRTIFICATIQN REGARDIHG DEBfrPMgNT SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Vendor Identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 78 regarding Oebarment.
Suspension and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as Identified In Sections 1.11 and 1.12 of the General Provisions execute the follov^ng
Certification:

INSTRUCTIONS FOR CERTiFICATlON

1. By signing and submitting this proposal (contract), the prospective primary participant is providing the
certlflcalion set out t>elow.

2  The InabDity of a person to provide the certification required below will not necessarily result In denial •
of particlpalion in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannol provide the certification. The certification or explanation will be
considered In connecUon with the NH Department of Health and Human Services' (OHMS)
determination whether to enter into this transaclton. However, failure of the prospecttve pnrnary
participant to furnish a certifjcation or an explanation shall disqualify such person from participation in
this transaction.

3. The certification In this clause is a material representation of fact upon which reliance was placed
■ when DHHS determined to enter Into this transaction. If U is later determined that the prospective
primary participant knowingly rendered an erroneous certification, In addition to other rernedles
available to the Federal Govemment. DHHS may terminate thii transaction for cause or default.

4 The prospective primary participant shall provide Immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant teams
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5  The terms "covered transaction," "debarred* "suspended," "ineligible,* "lower tier covered
transaction" "participant; "person," "primary covered transaction," "principal," "proposal," and
•voluntarily excluded." as used in this clause, have the meanings set out in the DefinlUons and
Coverage sections of the rules Implementing &ecutive Order 12549: 45 CFR Part 76. See the
attached definitions.

6  The prospective prirriary participant agrees by submitting this proposal (contracl) that, should the
proposed covered transaction be entered into, ii shall not knowingly enter Into any lower tier covered -
transaction with a person who is debarred, suspended, declared Ineligible, or voluntarily excluded

•  from participation in this covered transacllon. unless authorized by DHHS.

7  The prospecUve primary participant further agrees by subrnitting this proposal that It will include the
clause tilled "Certification Regarding Debarmenl. Suspension, Ineligibility and Voluntary Exclusion •

.  Lower Tier Covered Transactions; provided by DHHS, without rnodification. In all lower tier covered
transactions and in all solicllalions for lower tier covered transactions.

8 A participant In a covered transacUon may rely upon a certification of a prospective participant In 0
losver tier covered Iransaclion that it Is not debarred, suspended. Ineligible, or Involuntarily excluded
from the covered transaction, unless It Knows that the certifrcation Is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its prirrcipals. Each
participant may. but Is rrot required lo. check the Nonprocurement Ust (of excluded parties).

9 Nothing conlained In the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and i .

ExhWl f - Cortinceltan RogBfomo Oobenneni, Suspension VencJor Wliab —
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Information of a participant is rK>t required to exceed that which is normally possessed by a prudent
person In the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these Instructions, If a participant In a
covered transaction kr>owingty enters into a lower tier covered transaction with a person svho Is
susi^ended, debarred, ine&gible, or voluntarily excluded from participation In this transaction, in
addition to other remedies avaDable to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS

11. The prospective primary participant certifies to the best of its knowledge and belief, that it and Its
principals:
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency;
1-1.2. have not within a ihree'yea'r period precedirig this proposal (contract) been convicted of or had

a cMl judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, Slate or local)
transaction or a contract under a public transaction: violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsrficatlon or destAJction of
records, making false statements, or receiving stolen property;

11.3. ere not presently indicted for otherwise criminally or cMlly charged by a governmental entity
. (Federal. State or local) with commbsion of any of the offenses enumerated In paragraph (l)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal. State or local) terminated for cause or default

12. V^ere the prospective primary particlpanl Is unable to certify to any of the statements In this
certrficabon. such prospective participant shad attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS

13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of Its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participallon In this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such

prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participanl further agrees by submitting this proposal (contract) that it will
include this clause entitled 'Certification Regarding Debarment, Suspension, Ineligibility. and
Voluntary Exclusion • Lower Tier Covered Transactions,* without modincation in all lov/er tier covered
transactions and In all solicitations for lower tier covered transactions.

Vendor Name:

Date

Exhlbt F - Cortincation RopSfOlnQ 0«b«nnent. Suspension Vendor IniUats
And Other Ro3poftsit>(iiry Maitors
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CERTIPICAHON OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINAT10N. EQUAL TREATMENT OF FAITH^ASEO ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Vendor Wentifled In Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as Wenlrfied in Sections 1.11 and 1.12 of the General Provisions, to execute thefollowtng
certification:

Vendor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondlscrlmlnatlon requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1068 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, cither In employment pracUces or In
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex: The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

• the Juvertile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obDgatiohs of the Safe Streets Act Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requlrerhents;

. the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discrtminaUng on the basis of race.' color, or national origin In any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794). which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, In any program or activity.

- the Americans with OlsabiliUes Act of 1990 (42 U.S.C. Sections 12131-34). vritlch prohibits
discrimination and ensures equal opportunity for persons with disabilities In employment. State and local
government services, public accommodations, commercial facflilies. and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681.1683,1685-86). which prohibits
discrimination on the basis of sex in federally assisted education programs;

.- the Age DlscriminaUon Act of 1975 (42 U.S.C. Sections 6106-07). which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

- 28 C.F.R. pt. 31 (U.S. Department of Justlcp Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscrimination; Equal Employm.ent Opportunity Policies
and Procedures):.executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559. svhich pro'vide fundamental principles and policy-making •
criteria for partnerships with faith-based and neighborhood organizations;

• 28 C.F.R. pt. 30 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistiebiower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2.2013) the Pilot Program for
Enhancement of Contract .Employee Whistiebiower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below Is a material representation of fact upon which reliance Is placed when the
agency awards the grant False certification or violalion of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or govemment wide suspension or
debarment.

ExniMG
Vendor b^ts
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, reiigicn, national origin, or sex
against a recipient of fur>ds, the recipient wiD forward a copy of the firkding to the Office for CMI Rights, to
the applicable contracting agerwy or division within the Departmerd of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

f

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certincation; '

1. By signing and submitting this proposal (contract) the Vendor agrees to comply with the provisions
Indicated above.

VcndorName:

Dale Narfter— r V •Uare'Sd

cso

M-
^AVlMU Peoo2ol2 Oslo
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227. Part C • Environmental Tobacco Smoke, also known as the Pro-Children Act of 1094
(Act), requires that smoking rrot be permitted In any portior) ol any ir>door facility owned or leased or
contracted for by on entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, If the services are funded by Federal programs eimer
directly or through Stale or local goverrunents. by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided In private residences, facilities funded solely by
Medicare or Medicaid furxls. and portions of facilities used for Inpatienl drug or alcohol treatment. Failure
to comply with the provisions of the law may resutl in the imposition of a civil monetary penalty of up to
$1000 per day and/or the ImposHlon of an odminlsUativo compliance order on the responsible entity.

The Vendor Identified in Section 1.3 of the General Provisions agrees, by signature of the Contracloi's
representative asldenlified In Section 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1. By signing and submitting this contract, the Vendor agrees to make reasonable efforts to comply with
all applicable provisions of PuWIc Law 103-227, Part C. known as the Pro-Children Act of 1994.

Vendor Name:

f  rDate ^ ' Name:

A
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HEALTH INSURANCE PORTABLITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Venctor Idenlified In Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Porlabllity and Accpuntabllity Act. Public Law 104-191 and
with the Standards for Privacy end Security of individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein. "Business
Associate* shall mean the Vendor and subcontractors and agents of the Vendor that receive,
use or have access to protected health information under this Agreement and "Covered Entity"
shall mean the State of New Hampshire. Department of Health and Human Services.

(1 • Definitions.

a. "Breach" shall have the same meaning as the term "Breach* In section 164.402 of Title 45.
Code of Federal Regulations.

b. "Business Associate" has the meaning given such term in section 160.103 of Tilje 45. Code
of Federal Regulations.

c. "Covered Entity" has the meaning given such term In section 160.103 of Title 45.
Code of Federal Regulations.

d. 'Designated Record Set' shall have the same meaning as the term "designated record set"
in 45 CFR Section 164.501.

e. "Data Aooregetion" shall have the same meaning as the term "data aggregation" in 45 CFR
Section 164.501.

f. "Health Cere Operations* shall have the same meaning as the term "health care operations*
in 45 CFR Section 164.501.

g. 'HITECH Act* means the Health Information Technology for Economic and Clinical Health
Act. TitleXIII. Subtitle 0. Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. 'HIPAA* means the Health Insurance Portability and Accountability Act of 1996. Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health

.  Information. 45 CFR Parts 160.162 and 164 and amendments thereto.

I. "individual* shall have the same meaning as the term "individual* In 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative In accordance with 45
CFR Section 164.501(g).

J. "Pfivacv Rule* shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164. promulgated under HIPAA by the United States
Department of Health and Human,Sen/ices.

K. "Protected Health Information" shall have the same meaning as the term "protected health
information" in 45 CFR Section 160.103. limited to the Information created or received by
Business Associate from or on behalf of Covered Entity. Aj

liata /| (3^014 ExHMI Vondor Inltieh
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I. 'Required bv Law" shall have the same meaning as the term 'required by (aW In 45 CFR
Section 164.103.

m. "Secretary' shall mean the Secretary ol the Department ol Health and Human Services or
his/her deslgnee.

n  "Seeuritv Rule' shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164. Subpart C, and amendments thereto.

0  'Unsecured Protected Haailh Information' means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and Is developed or endorsed by
a standards developing organization that Is accredited by the American National Standards
Institute.

p other Definitions ■ All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160,162 and 164. as arnended from time to time, end the
HITECH

Act.

(2) Business Aflsoclflte Use and DIsctoaure of Protactod Health |nformatton.

e. Business Associate shall not use. disclose, maintain or transmit Protected Health.
■  Information (PHI) except as reasonably necessary to provide the services outlined under

Exhibit A of the Agreement. Further. Business Associate. Including but not limited to all
Its directors, officers, employees end agents, sha.ll not use. disclose, maintain or transmit
PHI In any rnanner thai would constitute a violation of the Privacy end Security Rule.

b. Business Associate may use or disclose PHI:
I. For the proper management and administration of the Business Associate;
II. As required by law. pursuant to the terms set forth In paragraph d. below, or
III. For data aggregation purposes for the heallh care operations of Covered

Entity.

c. To the extent Business Associate Is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtalri. prior to making any. such disclosure. (1)
reasonable assurances from the third party that such PHI will be held confidenllally and

'  used or further disclosed only as required by law or for the purpose for which It was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate. In accordance with the HIPAA Privacy. Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

d  The Business Associate shall not. unless such disclosure Is reasonably necessary to
provide services under Exhibit Aof the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it Is required.by law. without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief.' If Covered Entity objects to such disclosure, the Business

2^014
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

e. if the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose Phi in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) ObflQationa ahd Activities of Buoineaa Aeeociate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer Immediately
-  after the Business Associate becomes aware of any use or disclosure of protected

health information not provided for by the Agreement including breaches of unsecured
protected health Information and/or any security incident that may have an Impact on the
protected health Information of the Covered Entity.

•b The Business Associate shall Immediately perform a risk assessment when It becomes
aware of any of the above situations. The risk assessment shall Include, but not be
limited to;

0 The nature and extent of the protected health Information involved, including the
types of Identifiers and the likelihood of re-ldentificatlon;

o The unauthorized person used the protected health Information or to whom the
disclosure was made;

o Whether the protected health Information was actually acquired or viewed
0 The extent to which the risk to the protected health Information has been

mitigated.-

The Business Associate shall complete the risk'assessment within 48 hours of the
breach and Immediately report the findings of the risk assessment in writing to the
Covered Entity.'

c. The Business Associate shall comply with ell sections of the Privacy. Security, and
Breach Notification Rule.

d  Business Associate shall make available all of its Internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in v/riting to adhere to the same

restrictions and condiUons on the use and disclosure of PHI contained herein. Including
the duty to retum or destroy the PHI as provided under Section 3 (1). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's .Intended.buslness associates, who will be receivlna PHI
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pursuant to this Agreeotent. with rights of enforcement and indemnification from such
business associates who shall be govemed by standard Paragraph ffi3 of the standard
contract provisions (P-S?) of this Agreement for the purpose of use and disclosure of
protected health Infornnailon.

f. Within flve (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make ayailabie during normal business hours at its offices all
records, books, agreements', policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compllartce with the terms of the Agreement.

g. Within ten (10) business days of receiving a svrltten request from Covered Entity.
- Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by.Covered Entity, to an Individual In order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Errtity for an
' amendment of PHI or a record about an Individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill Its
obligations under 45 CFR Section 164.528.

i. Business Associate shall document such disclosures of PHI and Information related to

such disclosures as would be required for Covered Entity to resppnd to a request by an
individual for an accounting of d'isclosures of PHI In accordance v^th 45 CFR Section.
164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such Information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI In accordance v/ith 45 CFR
Section 164.528.

k. In (he event any Individual requests access to, amendment of. or accounting of PHI .
directly from (he Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shail instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to In
the Agreement. Business Associate shell continue to extend the protections of the
Agreement, to such PHI and limit ifurther uses end disclosures of such PHI to those
purposes that rnake the return or destruction infeasible, for so long as Business
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any.or all PHI. the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obiiaatlohs of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520. to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of pennlssion provided to Covered Entity by Individuals whose PHI may be used or.
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business"Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI. ■ • .

(5) . Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreernent the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. the Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither terrnination nor cure is feasible. Covered Entity shall report the
violation to the Secretary.

(6) ■ Miecellaneoue.

a. Definitions and Reaulatorv References. All terms used, but not otherv/ise defined'herein,
shall have the same meaning as those terms in the Privacy end Security Rule, amended
from time to time. A reference.in the Agreement, as amended to include this Exhibit I. to
a Section in the Privacy and Security Rule means the Section as In effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from tlme to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIP/^, the Privacy and
Security Rule, and applicable federal end state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation.. The parties agree that any ambiguity In the Agreement shall be resolved
to permit Covered.Entity to comply with HIPAA. the Privacy and Security Rule. /\ •
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e. Seofeoatlon. If any term or condition of this Exhibit I or the application thereof to any .
person(s) or circumstance Is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

f. Survtval. Provisions in this Exhibit I regarding the use end disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement In section (3) i. the
defense and Indemnincatlon provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

The State _ Nam»-«f4he^endor

V Ai
Signature of Authorized Representative Signature of Authorized Representative

Name of Authorized Representative Name of Authorized Representative

Ceo
Title of Authorized Representative Title of Authorized Representative

<^ /1> 1 (yo 9/'>/?<)
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
—^ ACT tPFATAI COMPLIANCE

The Federal Fuftding Accountability and Transparency Act (FFATA) requires prime awardees of IndivkJual
Federal grants equal lo or greater than $25,000 and awarded on or after October 1. 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
Initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25 000. the award Is sutiject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Cornpensatlon Information), the
Department of Health and Human Services (OHHS) must report the foilONVing Information for any
subaward or contract avrard subject to the FFATA reporting requirements:
1. Name of entity
2. Amount of award

3. Funding agency
4. KAICS code for contracts / CFDA program number for grants
5. Program source
6. Award title descriptive of the purpose of the funding action
7. Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS ff)
10. Total compensation and rwmes of the top five executives if;

10.1. f^ore than 80% of annual gross revenues are from the Federal government, a/Kl those
revenues are greater than $25M annually and

10.2. Compensation information is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in svhich
the award or award amendment is made.
The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act. Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensallon Information), and further agrees
to have the Contractor's representative, as identified In Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:
The betow named Vendor agrees to provide needed information as outlined above to the NH Department
of Health and Human Services and to comply with at! applicable provisions of the Federal Financial
Accountability and Transparency Act.

Vendor Name; b- r\ ̂  i/r XI) 370 C.

Name: R\l>/rT
Title;

ceo
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FORMA

As the Vendor Identified in Section 1.3 of the General Provisions. I certify that the responses to the
below listed questions are'true and accurate.

1. The DUNS number for your entity is:

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your arinual gross revenue In U.S. federal contracts, subcontracts,
loans, grants, sut>-grants. and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooper^ve agreements?operas

NO YES"

3.

If the answer to #2 above Is NO. stop here

If the answer to #2 above is'YES, please answer the following:

Does the public have access to information about the compensation of the executives in your •
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a). 780(d)) or section 6104 of the Internal Revenue Code of
1986? .

NO YES

tf the answer to #3 above Is YES. stop here

If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highiy compensated officers In your business or
organization are as follows:

Name:,

Name;

Name:

Name:

Name:

Amount:.

Amount:.

Amount;,

Amount:

Amount:

cuoMomoro
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DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach' means the loss of control." compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
Information, whether physical or electronic. With regard to Protected Health
Information." Breach' shall have the same meaning as the term 'Breach' in section
164.402 of Title 45. Code of Federal Regulations,

2. "Computer Security IncWent' shall have the same meaning "Computer Security
Incldenr In section two (2) of NIST Publication 800-61. Computer Security Incident
Handling Guide, National Institute of Standards and Technology. U.S. Department
of Commerce.

3. "Confidential Information" or "Confidential Data' means all confidential Information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal Information Including without limitation. Substance
Abuse Treatment Records. Case Records. Protected Health Information, and
Personally Identifiable Information.

Confidential Information also includes any and all Information owned or managed by '
Ihe Stale of NH - created, received from or on behalf of the Department of Health and
Human Sendees (DHHS) or accessed in the course of performing contracted
sendees ■ of which collection, disclosure, protection, and disposition is governed by ,
state or federal law or regulation. This Information Includes, but Is not limited to
Protected Health Information (PHI). Personal Information (PI). Personal Financial
Information (PFI), Federal Tax Information (FTI). Sodal Security Numbers (SSN).
Payment Card Industry (PCI), and or other sensitive and confidential Information.

4. "End User* means any person or entity (e.g.. contractor, contractor's employee.
•  business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data In accordance with the terms of this Contract.

5. "HIPAA' means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident* means an act thai potentially violates an explicit or implied security policy,
which Includes attempts (either failed or successful) to gain unauthorized access to a
system or Its data, unwanted disruption or denial of sendee, the unauthorized use of
a system for Ihe processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents-include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misroutlng of physical or electronic
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use. disclosure, modification or destnjction.

7  'Open Wireless Network" means any network or segment of a networf^ thai Is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved-, by means of the Stale, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted Pi, PFI.
PHI or confidential DHHS data.

8. ■Personal Information" (or "PI") means informalibn which can be used to distinguish
or trace an Individual's identity, such as. their name, social security number, personal
information as defined in New Hampshire RSA 359-C;19, blometric records, etc..
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific.lndtvidual. such as date and place of birth, mother's maiden
name, etc.

9  ̂Privacy Rule" shall mean the Standards for Privacy of individually Identifiable Health
Information at 45 C.F.R. Parts 160 and "164. promulgated under HIPAA by the UnitedStates Department of Health and Hurhan Services.

10 "Protected Health Information" (or "PHI") has the same meaning as provided In the
definilion of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

' 11. "Security Rule' shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C. ,and amendments
thereto.

12. "Unsecured Protected Health Information* means Protected Health Information that Is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized Individuals and Is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. responsibilities OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
Including but not limited to all Its directors, officers; employees and agents, must not
use, disclose, maintain or transmit PHI In any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a
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request for disclosure on the basis that it is required by law. In response to a
subpoena, etc.. without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3  If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only.l)e used pursuant to the terms of this Contract.

5. The ConUactor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of Inspecting to connrni compliance with the terms of this
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

1. Application EncrypUon. If End User Is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable In cyber security and that said
application's encryption capabilities ensure secure transmission via the Internet.

2. Computer Disks and Portable Storage Devices. End User may not use connpuler disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3 Encrypted Email. End User may only employ email to transmit Confidential Data If
email Is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User Is employing the Web to transmit Conrtdenllal
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file'
hosting services, such as Oropbox or Google Cloud- Storage, to transmit
Confidential Data. '

6. Ground Mall Service. End User may only transmit Conftdential Data via certified ground
mail within the continental U.S. and when sent to a named Individual.

7. Laptops and PDA. If End User Is employing portable devices to transmit
Confidential Data said devices must be encrypt^ and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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wireless network. End User must employ a virtual , private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User Is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
Installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP). also known as Secure File Transfer Protocol. If
End User Is employing an SFTP to transmit Confidential Data, End User will
structure the. Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-delelion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent Inappropriate disclosure of Information.

RETENTIQN AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative In whatever form it may exist, unless, otherwise required by law or permitted
under Ihjs Contract. To this end. the parties must:

A. Retention

1. The Contractor agrees It will not store, transfer or process data collected In
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply In the Implemenlallon of

■  cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are In
place to delect potential security events that can Impact State of NH systems
and/or Department confidential Information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for Its End
Users In support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Conridenllal Data
in a secure location and Identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply vyith all applicable statutes and
regulations regarding the privacy arid security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anli-spyware, and anli-malware utilities. The environment, as a
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whole, must have aggressive Intrusipn-detection and firewall protection.

6. The Contractor agrees to and ensures Its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confldenlial Information on its systems (or Its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain ̂ tten certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use. electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanllizalion. or otherwise physically destroying the media (for . example,
degaussing) as described In NIST Special Publication 600-88. Rev 1. Guidelines
for Media Sanitlzatlon, National Institute of Standards and technology, U. S.
Department of Commerce. The Contractor will document and certify In writing at
time of the data destruction, and wtii provide written certification to the Department
upon request. The written certification will include all details necessary to

■  demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the Stale and Contractor prior to destruction.

2. Unless otherwise speclHed, within thirty (30) days of the termination of this
Contract. Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract. Contractor agrees to completely destroy ail electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or Tiles, as follows;

1. The Contractor will maintain proper security controls to protect Department
confidential Information collected, processed, managed, and/or stored in the delivery
of contracted services.

2, The Contractor will maintain policies and procedures to protect Department
conTidential information throughout the Information tlfecycle. where applicable, (from
creation, transformation, use. storage and secure destruction) regardless of the
media used to store the data (i.e.. tape. disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department conndential Information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are In place to
detect potential security events that can impact State of NH systems and/or
Department conndential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for Slate of New Hampshire, the Contractor will maintain a
program of an Internal process or processes (hat defines specific security
expectations, and monitoring compliance to security requirements that at a rnlnimum
match those for the Contractor, Including breach notification requirernents.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. if (he Deparynent determines the Contractor ]s a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with (he
agreement.

9. The Contractor will work with the Department at. Its request to complete a System
Management Survey. The purpose of (he suryey Is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over (he life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the surveybe completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained .from the Information Security Office
leadership member \Mthin the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and""rninlmize any damage or loss resulting from the breach.

. The Stale shall recover from Ihe Contraclor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential information, 'and must in all other respects
maintain the privacy and security of PI and PHI at a level and scope that Is not less
than the level and- scope of requirements applicable to federal agencies, including,
but not limited to. pro\nslons of the Privacy Act of 1974 (5 U.S.C. § 552a). OHHS
Privacy Act Regulations (45 C.F.R. §5b). HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
Information arid as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the corifidentiality. of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that Is not less than the level and scope of security requirements
established by the Slate of New Hampshire. Department of information Technology.
Refer to Vendor Resources/Procurement at hftps:/Avww.nh.g'ov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement Information relating to vendors.

14. Contractor agrees to maintain a documented breach nolificalion and incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach Immediately, at the email addresses
provided in Section Vi. This includes a confidential information breach,' computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such OHHS Data, to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that ail End Users:

a. comply with such safeguards as' referenced In. Section iV A. above,
implemented to protect ConHdentiai Information that is furnished by OHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other elecb"onic devices/media containing PHI. Pi. or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only if encrvpted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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e. limit disciosure of the Confidential Information to the extent permitted by law.

f. Confidential information received under- this Contract and individualty
identifiable data derived from DHHS Data, must be stored In an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well-as norvduty hours (e.g.. door locks, card keys,
biometric Identifiers, etc.).. .

g. only authorized End Users may transmit the Confidential Data. Including any
derivative files containing personally Identlftable Information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when

' stored on portatde media as required in section IV above.

h. In all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances Involved.

1. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential Information secure.
This applies to credentials us^ to access the site directly or Indirectly through

■a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onslte inspections to monitor compliance with this
Contract. Including the privacy and security requirements provided in herein. HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
Is disposed of in accordance with this Contract:

y. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches imrnediately. at the email addresses provided in

.Section VI.

The Contractor' must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures arKl in accordance with 42 C.F.R. §§ 431.300 • 306. In addition to. and
notwithstanding. Contractor's compliance with all applicable obligations and procedures.
Conlraclor's procedures must also address how the Contractor wlil:
1. Identify Incidents:

2. Determine If personally Identifiable information Is Involved in Incidents;
3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4. Identify' and convene a core response group to determine the risk level of Incidents

and determine risk-based responses to Incidents; and
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.5. Determine whether Breach rioUfication is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as wei) as any mitigation
measures.

Incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable, in accordance svilh NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer:

DHHSPrivacyOfncer@dhhs.nh.gov

B. OHMS Security Officer:

DHHSinformalionSecurityOffice@dhhs.nh.gov
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